STATE OF NORTH CAROLINA

COUNTY OF WAKE

AFFIDAVIT OF DAVID PARKER

I, David Parker, being first duly sworn, state as follows:

1. Iam aresident of Wake County, North Carolina, and [ have personal knowledge of
the facts set forth in this affidavit.

2. I am currently employed as Credit Reporting Manager of Quality Assurance with
the North Carolina State Employees’ Credit Union (“SECU”). I have been in this position for
approximately eight years and have worked with SECU for over twenty-nine years.

3. SECU regularly receives notification reports from Equifax that identify changes to
SECU members’ credit reports. These changes include the removal of negative or derogatory
items that had been placed on the SECU members’ credit reports by SECU, which has later been
removed from members’ credit reports by the agencies due to alleged inaccurate reporting by
SECU or alleged fraudulent activity by third parties. As part of my job responsibilities, 1
routinely review these notification reports and conduct further research when warranted. If

| SECU determines that the original payment history or other information reported by SECU to the
agencies was correct, SECU notifies the agencies of that fact so that the agencies will correct
members’ credit reports to accurately reflect members’ payment history and identifying
information.

4. Inearly 2011, while conducting my regular review of a notification report from

Equifax, 1 noticed that many of the derogatory items that Equifax had removed from SECU



members’ credit reports was due to customers’ claims that they were victims of identity theft —
namely, that other, unauthorized third persons had fraudulently obtained the customers’
identifying information and fraudulently obtained credit under their name without their
knowledge or authorization. The Equifax report further noted that the customers had reported
the fraudulent activity to local law enforcement agencies, and that copies of customers’ police
reports had been submitted to Equifax by the customers, or on behalf of the customers, as proof
of the fraudulent activity.

5. Equifax’s report further provided certain information regarding the police reports,
such as the name of the police department, the name of the reporting officer who prepared the
report, and a case number. In my review, I noticed items that caused me to question the
legitimacy of the police reports. For example, I noticed that many police reports — although
purportedly prepared by different police departments in different cities throughout North
Carolina — contained the same officer’s name and identical case numbers.

6. Due to these unusual circumstances, I requested that Equifax send me copies of the
actual police reports that had been provided to Equifax, where SECU members had claimed they
were victims of identity theft. Equifax sent the reports to me. Upon reviewing ten to fifteen
police reports, which were ostensibly from several different police departments, I observed that
the case number on some of the reports was identical. In addition, in many instances, the police
officer’s name and ID number was the same; and several reports contained the same date. Most
of the reports contained the identical language, namely that the customer was a victim of identity
theft and that the derogatory items on their credit report were not their responsibility. Further,

the printed format and appearance of the reports was identical even though they were purportedly



prepared by different police departments across North Carolina. The only information that
changed on each police report was the victim’s identifying information. These observations
caused me to believe that these police reports were highly suspicious and likely fraudulent.
Examples of two such purported police reports, with SECU members’ names and other
identifying information redacted, are attached hereto as Exhibit A.

7. On February 10, 2011, I discussed my concerns with Michael Banks, a SECU
branch manager of the branch where a particular member, who was the subject of a suspicious
police report, conducted business. Because the police report indicated that it had been prepared
by the Raleigh Police Department, Mr. Banks contacted the Raleigh Police Department on
February 24, 2011, and spoke with Captain Patrick Niemann. He provided Captain Niemann
with a copy of the purported police report. Captain Niemann confirmed our suspicions that the
report was fraudulent — that is, he confirmed that the form was not one used by the department;
there was no officer with that reporting officer’s name or ID number; and there was no report
number containing that case number.

8. Shortly thereafter, | and SECU Senior Vice President of Quality Assurance,
Sidney Mabry, notified Captain Niemann that SECU had received additional fraudulent police
reports from Equifax, some of which purported to be prepared by the Raleigh Police Department,
and others which purported to be prepared by other departments. Captain Niemann informed us
that the police would undertake an investigation of these fraudulent reports and notify other law
enforcement agencies of the suspicious activity.

9. At SECU, we have continued to investigate this matter. In those instances where

we have substantial reason to believe that a police report is fraudulent, and therefore that the



member has not actually made a report to local law enforcement of being a victim of identity
theft, we have informed Equifax that SECU believes the original member information reported

by SECU to be correct.

S g/vé\”/\ 72/ l/

” David Parker Date

Sworn to and subscribed before me

This the ;O‘ID day of j‘”\‘( , 2011
e, 5 i / Erica S Puelan
(Notary Public)

My Commission Expires: '0/\/\\! A\, Aoy
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INCIDENT/ INVESTIGATION |

REPORT

EXHIBIT

A

Type of Report Type of Crime Department Type of Incident Case No.
[ General Incident | [] Person X Main 530PC IDENTITY THEFT 00045594856
. Location of incident Ref. Case No.
Crime Property West :
g ) - - INTERNET/TRADING SITE 01285854556A
[ Accident [J other ~ -
Date Reported Time Reported Case Status
Day Occurred Date Occurred Time Occurred 02/23/11 10:05 Op en
. Reporting LEO Officer Lt FQO Case No.
From From From E. CATHCART 641554
To To To LEO Apency
[X]unknown [3¢] unknown []Unknown RAL.EIGH POLICE DEPARTMENT

Status Code 1: RP = Réporiing Person DC = Discovered Crime IP = Involved Person S(i#) = Suspect/Subject V(¥) = Victim W(#) = Witness
Status Code 2: PT = Patient VIR = Visitor EMP = Employee PO = Peace Officar VND = Vender O = Other

Page 1 of 2

PERSONS INVOLVED [] Additional Names on Continuation Report
s/c1 LAST NAMi FIRST NAME DOB SN RACE | SEX | HEIGHT |WEIGHT| HAIR | EYES
sic2 STREET oY STATE zP PHONE
S, RALEIGH NC |27607

src1 LAST NAME FIRST NAME DOB SSN RACE | SEX | HEIGHT .WEIGHT HAIR | EYES
sIC2 STREET crY STATE zp PHONE

sIC1 LAST NAME FIRST NAME DOB SSN RACE | SEX | HEIGHT |WEIGHT| HAR | EYES
o2 STREET cyY STATE paTd PHONE

8/C1 LAST NAME FIRST NAME DOB SSN RACE | SEX | HEIGHT |WEIGHT| HAIR | EYES
sic2 STREET CiY STATE zP PHONE

VEHICLES / BICYCLES VEH® = vehicle BIC = Bicycle

D Additional Vehicles on Continuation Report

CODE MAKE MODEL YEAR COLOR LICENSE NO. | STATE REGISTERED OWNER
PRO_PERTY LOSS CODES: F-FOUND L-LOST S-STOLEN R-RECOVERED SR-STOLEN & RECOVERED O -OTHER
: SERIAL/
ITEM BRAND MAKE OR | MODEL NAME & MODEL MISCELLANEOUS
NO. |QTY | ARTICLE | \ANUFACTURER NUMBER 'DEmﬂgg'ON DESCRIPTION VALUE CODE
S D T '

THIS COPY WAS PREPARED FOR:
e SR
AGENCY: RALEIGH POLICE DEPARTMENT
ON (DATE):: 2/23/2011
COPIED BY:
RELEASED BY:

REPORTING OFFICER LD# DATE TIME OFFICER'S SIGNATURE: APPROVED BY:

E. CATHCART 1341 02/23/11]10:11 E. CATHCART N. DURHAM




INCIDENT/ INVESTIGATION REPORT

. [_] Continuation [ | Supplemental Follow-Up

CF

Type of Incident ) Case No.:

530PC IDENTITY THEFT . ' 00045594856 Page 2 of 2
' NARRATIVE :

ON 2/23/2011 AT 10:15 HOURS, VICTIM {jjjji8 WAS REFERRED TO THE VICTIM ASSISTANCE
FRAUD UNIT. THE COMPLETED INVESTIGATION CONDUCTED BY UNIT 1358 HAS CONCLUDED THAT THE
VICIIM'S PERSONAL INFORMATION WAS COMPROMISED THROUGH A FOREIGN TRADING SITE. FALSE
DOCUMENTS WERE USED TO OBTAIN CREDIT.

UNIT 1358 HAS VERIFIED THE FILED FTC IDENTITY THEFT COMPLAINT. UNIT 1358 HAS ALSO
VERIFIED A SIGNED SWORN STATEMENT FROM THAT HE HAS NO KNOWLEDGE OF THE
INFORMATION AND THAT HE DID NOT GIVE PERMISSION OR AUTHORIZED FOR USE -OF HIS CREDIT.

OFFICER E. CATHCART HAS ADVISED THE VICTIM TO NOTIFY ALL LENDERS, CREDITORS, AND CREDIT
REPORTING AGENCIES OF THE COMITTED CRIMES. :

' s EE .
IN ACCORDANCE WITH THE DIVI§&ON OF'PRIVACY AND IDENTITY PROTECTION FROM THE FEDERAL TRADE
COMMISSION UNDER SECTION 605B, 615(F) AND 623 (A) (6) OF THE FCRA, FCRA 605B (15 U.S.C
1681C-2). THE LISTED FRAUDULENT INFORMATION RESULTING FROM IDENTITY THEFT SHOULD BE
BLOCKED FROM CREDIT FILE NO LATER THAN 4 BUSINESS DAYS AFTER THE DATE OF
ACKNOWLEDGEMENT OF THIS OFFICIAL INVESTIGATION REPORT.

FRAUDULENT ACCOUNTS

ALLIANT CREDIT UNION-01/18/11

DELTA COMMUNITY CREDIT UNION-01/15/11
DISCOVER FINANCIAIL SERVICES-01/14/11
ELAN FINANCIATL SERVICES-01/14/11
FIFTH THIRD BANK-12/15/10

FIRST CITIZENS BANK-12/06/10

NASA WASHINGTON FCU-01/15/11

PENTAGON FCU-01/14/11

STATE EMPLOYEES CU-12/08/10

REPORTING OFFICER LD.# DATE TIME OFFICER'S SIGNATURE: : APPROVED BY:

10:12

E. CATHCART 1341 02/23/11

E.- CATHCART N. DURHAM



——r

INCIDENT/ INVESTIGATION

REPORT -

Type of Report Type of Crime Dey.:artment‘ Type of Incident Case No.
[ eeneral incident | [X] Person [] main 530PC IDENTITY THEFT 00045594856
. ion of Incident Ref. Case No.
B] Crime |:] Property |:] West Location .
- INTERNET/TRADING SITE 012858545564
[J Accident [] other
Date Reported . Time Reported Case Status
Day Occurred Date Occurred Time Occurred ‘ 01 / 02 / 11 10:0 5 Open
F Reporting LEO Officer : LEO Case No.
From. From rom E. CATHCART 641534
To To To LEO Agency
[X]unknown [3] Unknown [3¢]tinknown KNIGHTDALE POLICE DEPARTMENT
Status Code 1: RP = Reporting Person DC = Discovered Crime IP = Involved Person S(#) = Suspect/Subj‘ecl V(#) = Victim W} = Witness
Status Code 2: PT = Patient VIR = Visitor EMP = Employee PO = Peace Officer VND = Vender O = Other Page 1 of 2
PERSONS INVOLVED . ' [ ] Additional Names on Continuation Report
sIC1 LAS FIRST NAM DOB SSN . RACE SEX | HEIGHT |WEIGHT] HAIR EYES
v& o o | sumam— e
sica [ STREET cITY STATE zip PHONE
Y KNIGHTDALE NC [27545
siIc1 LAST NAME FIRST NAME DOB SSN RACE SEX | HEIGHT |WEIGHT| HAIR EYES
sIc2 STREET cITY STATE zip PHONE
S/C1 LAST NAME FIRST NAME . DOB SSN RACE SEX | HEIGHT |WEIGHT| HAIR EYES
sic2 STREET CITY STATE 7P PHONE
sic1 LAST NAME FIRST NAME DOB SSN RACE SEX | HEIGHT [WEIGHT[ HAIR EYES
sic2 STREET CIY STA ZiP PHON
VEHICLES / BICYCLES VvEH® = Vehicle BIC = Bicycie [] Additional Vehicles on Continuation Report
CODE MAKE MODEL YEAR COLOR LICENSE NO. STATE REGISTERED OWNER
PROPERTY LOSS CODES: F-FOUND L-LOST S-STOLEN R-RECOVERED SR-STOLEN & RECOVERED O -OTHER
SERIAL/
TEM BRAND MAKE OR MODEL NAME & MODEL MISCELLANEQUS
No. |9TY | ARTICLE ) s NUFACTURER NUMBER RENR ey DESCRIPTION VALUE CODE
THIS COPY WAS PREPARED FOR:
nave: (N
AGENCY: KNIGHTDALE POLICE DEPARTMENT
ON (DATE): 1/2/2011
COPIED BY:
RELEASED BY: ]
REPORTING OFFICER L.D# DATE TIME OFFICER'S SIGNATURE: APPROVED BY:
E. CATHCART 1341 01/02/11]10:11 E. CATHCART .. N. DURHAM




INCIDENT/ INVESTIGATION REPORT

[] Continuation [ ] Supplemental Foliow-Up

Type of Incident Case No.: :
530PC IDENTITY THEFT 00045594856 Page 2 of 2

NARRATIVE

ON 1/2/2011 AT 10:02 HOURS, VICTIM~WAS REFERRED TO THE VICTIM ASSISTANCE
FRAUD UNIT. THE COMPLETED INVESTIGATION CONDUCTED BY UNIT 1358 HAS CONCLUDED THAT THE
VICTIM'S PERSONAL INFORMATION WAS COMPROMISED THROUGH A FOREIGN. TRADING SITE. FALSE
DOCUMENTS WERE USED TO OBTAIN CREDIT.

UNIT 1358 HAS VERIFIED THE FILED FTC IDENTITY THE COMPLAINT. UNIT 1358 HAS ALSO
VERIFTIED A SIGNED SWORN STATEMENT EFROM _ THAT HE HAS NO KNOWLEDGE OF THE
INFORMATION AND THAT HE DID NOT GIVE PERMISSION OR AUTHORIZED FOR USE OF HIS CREDIT.

OFFICER E. CATHCART HAS ADVISED THE VICTIM TO NOTIFY ALL LENDERS, CREDITORS, AND CREDIT
REPORTING AGENCIES OF THE COMITTED CRIMES.

|IN ACCORDANCE WITH THE DIVISION OF PRIVACY AND IDENTITY PROTECTION FROM THE FEDERAL TRADE
COMMISSION UNDER SECTION 605B, 615(F) AND 623 (A) (6) OF THE FCRA, FCRA 605B (15 U.S.C
1681C-2). THE LISTE DULENT INFORMATION RESULTING FROM IDENTITY THEFT SHOULD BE
BL.OCKED FROM“ CREDIT FILE NO LATER THAN 4 BUSINESS DAYS AFTER THE DATE OF
ACKNOWLEDGEMENT OF THIS OFFICIAL INVESTIGATION REPORT.

FRAUDULENT ACCOUNTS APPLIED

UNKNOWN-2/09/09

FTIRST AMERICAN CREDCO-4/02/09

FOUR OAKS BANK-5/07/10

FACTUAL DATA-4/20/10

LEITH BMW-9/14/10

LENDMARK FINANCIAL SERV 3-3/17/10
SOUTHERN STATES IMPORTS INC-2/24/09
STATE EMPLOYEES CU-8/30/10, 12/04/09
SUNTRUST BANK-2/25/09

THE CONTRACTOR YARD,INC-4/16/10
WACHOVIA BANK,NA/FTU-12/15/09, 10/12/09.
WELLS FARGO DEALER SERVICE-2/24/09

REPORTING OFFICER LD.# DATE TIME OFFICER'S SIGNATURE: . APPROVED BY:

1341 01/02/11|10:12 E. CATHCART N. DURHAM

~E. CATHCART




