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AMERICAN SOCIETY OF CRIME LABORATORY DIRECTORS
LABORATORY ACCREDITATION BOARD (ASCLD/L.AB)

. APPLICATION FOR ACCREDITATION

Please provide the following information and retum with the requested documentation to the ASCLD/LAB
Executive DHrector, 135 J Technology Drive, Gamer, NC 27529, All information must be placed in aring
binder with labeled tabs which designate the location of the required documentation or in an organized
electronic fomat using software which is approved by the ASCLD/LAB office, Additional capies will be

sent by Ihe Applicant Laboratory to Inspectors after ¢oordination with the Team Captain,
North Carolina State Bureau of Imvestigation

Raleigh Laboratory

1. Organization Name

p Name of the laboratory

3. Labortory Director___Jerty Richardson Tite Assistant Director
AdﬂrESS 121 East TI.')?D'[] Rﬂﬂd
City Raleigh State NG Country U.S.A Fostal Cndcz?mB

Telephane{@1P_ 6624500 FaxB19 6624470 E-mail irichardsonfimail, jus.state.nc.us
4, If sorneons other than the laboratory director is the conlact: ‘

. Mame Tite
E-mail

Telephone( ) Fax([ )

& The Labaratory is:

X Govemmental (Fed _ State X County __ City __ Regional __ Private_ )

. Frvate fnot for prafit) ___ Propristary (privately owned)
6. Sperific diseiplines in which accreditation is sought:
X Controlled Substances X Toxicolozy
_ % Trace Evidence X Firearms Toolmarks
_X . Biclogy "X Latent Prints
_ X Questigned Documents __ Crime Scene {Optional)
_ X Digital Evidence

If service is limited in any discipline, please Jist the suﬁ-disciplincs:

A Total pusitions in laboratory including vacancies:
Testifying 95 Mon-Testifring 24
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10,

13.

List all personnel by completing the following tables, ‘Professional Staff Testifying™ and “Orther
Personnel”, Use additional sheets if necessary. (Computerized printouts of similar format &re
acceptable. The form may be downleaded at www.ascld-lab.org)

Submit 4 cvrment Statement of Qualifications form for each person other than clerical staif
{Appendix 2),

Provide a copy of:

LN BN N BN BN BN BE BN A BN

table of orgaaization covering all positions

labeted, ditnensional floor plan of the kaboratory

the laboratory objectives

the laboratory budget

the laboratory quality manoal of manuals

a job description for each job category in the laboratory

procedures for handling and preserving evidence

procedures on case records '

security procedures

a list of the management fraining courses/seminars taken by the manager(s}
other documents of director's choice such as menthly or anmual reports which give
laboratory work statistics.

Submit a copy of Grade Computation Sheets (Appendix 3) completed through sel f-evaluation.

As the Ditector of the applicant laboratory, I have verified that all required information and documentation
for application is included with this application and that all statements made on this application are correct
. ta the best of ory knowledge and belief. ] have reviewed the ronditions for acereditation as cutlined in the

Accreditation Manual and agree 1o all of the stated conditions. ] understand that ASCLD/LAB has the nght
to return my spplication without taking action, if it is not properly compieted or does not containthe required
documentation. ] also understand that ASCLDVLAR js not required to aceredit any laboratory unless it is
determined that an applicant laboratory has met all standards and criteria required for accreditation.

/L é'.?"a-.?

DigfAc¥'s Signature Date

2003 Version Appendix 1 62 Copyright © April 2003



CRITERIA

1.1.1.1 (@)

D LL12(D

1.1.1.3 (D)
1.1.2.1(0
1.1.22 (1)
1.1.23(E)
1.1.2.4 (E}
1.1.2.5(E)
1.1.2.6 (D)
1.1.2.7 (B}
1128 (D)
1.1.2.9¢D
1.1.2.10 (1
1.1.2.11(D)
1.1.2.12 (D)
1LL213@)
1.1.2.14 (D)
1.2.1.1 (D)
1.2.1.2 (D)
E/U/D = 41718

TOTALS

LABORATORY
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a ESSENTIAL IMPORTANT DESIRABLE
' ' CRITERIA vy N NA Y N ™A Y N NaA
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CRITERIA
1.4.2.2 (E)
1.4.2.3 (E)
1.4.2.4 (E)
14.25 {E}
1.4.2.6 (E)
1.4.2.7 (B)
1.4.2.8 (B)
1.4.2.9 (E)
1.4.2.10 (E)
1.4.2.11 (D)
1.4.2.12 (T)
1.4.2.13 (E)
1.4,2.14 (E)
1.4.2.15 (E)
1.4.2.16 (E)
1.4.2.17 (B}
1.4.2.18 (E)
1.4.2.19 ()
1.4.3.1 (E)
1.4.32 (E)
1.4.3.3 (1)
1434 (D
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. ESSENTIAL IMPORTANT DESIRABLE
. : CRITERIA, Y N NA Y N NA Y N NA

2.1.1 (D X —
. 2.1.2(D} X
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2.2.1 (E)
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|
|

2.5.6 (E)

EAD = 18/1/3

J 8 6 3 o £

&
P
D

TOTALS

LABORATORY
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v ESSENTIAL PMPORTANT DESIRABLE
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CRITERIA Y
2.10.2 (E)
2.10.3 (E)
2.10.4 (E)

. 2.10.5(E)

|

2.11.1{D)
2.11.2(E)
2.11.3 (E)
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CRITERIA
33,2 (E)
313 (E)
3.3.4 (E)

13.5(F)
3.3.6 (D)

3.4.1{D
3.4.2(D
3.4.3 (D)
3.4.4 ()
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3.4.6(D
3.4.7 (0
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3.4.10 (T)
3.4.11 (D

3.4.12 (D)

EAD = 41211
TOTALS

LABORATORY
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SUMMATION OF CRITERIA RATINGS

Total
Total Mumber
Possible Total Yes Total No Total N/A  Yes/MNo
Easential . 1% _15_ wﬂ:) 5 7.3
Innportant a7 ‘?L ‘/* 3 O ji
Desirable 20 A o O ARd
Calculations
Fercent Essential =  Total Yes
- x100=_s22 7
{Total Yes + Total No)
Percent Important = Total Yes
x 160 = i 7. é - z:
(Total Yes + Total No)

DParcent Degirable = Total Yes

x 100 = /o0& Ta
{Total Yes + Total No) .
Standards

Essential 100%
Important Tt
Desirable S0%%

NOTE: N/A answers will not be counted in above calculations, bul ezch MYA answer must be
explained in writing.

Inspection Team:

Laboratory Director /‘.’"’,:f.-ff_r ~ Ll 7": rpf} -ref S _T - - .} v ;E ' c 5 = rﬂé F-o
Drate & -5 a3

LABORATORY__ W . €. SHare Buregew o7 Fours’igse 7 rors
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AMERICAN SOCIETY OF CRIME LABORATORY DIRECTORS
LABOHATUFIY_ ACCREDITATION BOARD
September 9, 2003

Jerry Richardson, Assistant Dircetor

North Carolina State Bureau of Investigation
Crime Laboratory

121 East Tryon Road

Raleigh, NC 27603

Dear Assistant Director Richardson:

In accordance with an agreement signed between ASCLDYLAB and the FBI, whenever
ASCLD/LAB inspects a laboratory in the discipline of DNA, the FBI Quality Assurance Audit
For Forensic DNA and Convicted Offender DNA Databasing Laberatories document is used in
addition to the ASCLD/LAD standards., The primary purpose of this agreement is to eliminate
the necessity for a laboratory to undergo two audits of their DNA unit in the same year.

A copy of the completed and signed Quality Assurance Audit document for the North Carolina
. State Bureau of Investigation Crime Laboratory is enclosed.

Ralph M. Keaton
Executive Director

(o Michael Johnston, Staff Inspector

Ralph Keaton, Exsculive Director + 139 J Technology Drive, Games, NC 27529 # Fhane (919) 7713-2600 » FAX (919) 773-2602 » E-mail rkealon@ascld-lab.org




. ASCLD/LAB
INSPECTION REPORT

NORTH CAROLINA STATE BUREAU OF INVESTIGATION
WESTERN REGIONAL CRIME LABORATORY

Inspected: August 27-28, 2003



STANDARDS AND CRITERIA

All of the criteria were scored YES with the following exceptions:
1.12.7 (E) CALIBRATION OF EQUIPMENT AND INSTRUMENTS.

The calibration procedures for the balances and FTIR in the Drug
Chemisiry Scction do not include accuracy tolerance lomits.

The Drug Chemisiry Section does not have written procedures for the
calibration of the Gas Chromatograph portion of the Gas
Chromatograph/Mass Spectrometer when the Gas Chromatograph
portien is nsed in the identification of controlled substances.

1.429 (Ey IS THE QUALITY OF THE STANDARD SAMPLES AND REAGENTS
ADEQUATE FOR THE PROCEDURE USED?

Neo source documentation was available in the Drug Chemistry section
for the verification of controlled substance reference standards used
for infrared and mass spectral comparisons.

1.42.8 (E) ARE APPROPRIATE CONTROLS AND STANDARDS SPECIFIED IN
THE PROCEDURES AND ARE THEY USED AND DOCUMENTED
IN THE CASE RECORD TO ENSURE THE VALIDITY OF
EXAMINATION RESULTS?

On page A-1 of the Western Regional Laboratory Drug Chemistry
Procedure Manual it states that the Marquis Reagent will be checked
with Heroin. This lab is using other drugs such as Methamphetamine.

All criteria for 2.3 Toxicology, 2.4 Trace Evidence, 2.5 Biology, 2.6
Firearms/Toolmarks, 2.7 Questioned Documents and 2.9 Technical Support, and
2.11 Digital Evidence were scored N/A because the laboratory does not perform '
work in the disciplines.

All criteria for 2.1 Crime Scene were scored N/A because the laboratory elected not
to apply for Crime Scene accreditation.

North Carolina State Bureau of Investigation Western Regional Crime Laboratory 2
Audited Report: September 5, 2003



. ASCLD/LAB
INSPECTION REPORT

NORTH CAROLINA STATE BUREAU OF INVESTIGATION
RALEIGH CRIME LABORATORY |

Inspected: August 24-29, 2003



INTRODUCTION

This is the report of the ASCLD/LAB inspection of the North Carolina State Bureau of
Investigation Raleigh Crime Laboratory. This inspection was conducted August 24 - 29,
2003,

The ASCLD/LAB inspection team consisted of the following members:

Mike Johnston, Staff Inspector, ASCLD/LAB, Austin, TX

John Rarbara, Florida Dept. of Law Enforcement, Tampa, FL-

Craig Ogino, San Bernardino County Crime Lab, San Bernardine, CA
Robyn Ragsdale, Florida Dept. of Law Enforcement, Tampa, FL
Charles Quenzer, Federal Bureau of Investigation, Quantico, VA
Marie Samples, Office of Chief Medical Examiner, New York, NY
Cary Oicn, Federal Burean of Investigation, Quantico, VA

Steve Meagher, Federal Bureau of Investigation, Quantico, VA
Ingrid Dearmore, Washington State Patrol, Marysville, WA

Tom Damnell, South Carclina Law Enforcement Division, Columbia, SC
Ed Mailanen, Staff Inspector, ASCLD/LAB, Roscommon, MI
Doreen Hudson, Los Angeles Police Department, Los Angeles, CA

This report and the findings, observations, conclusions and recommendations are for pre-

decisional purposes only, The inspection was performed using the principles, standards

and eriteria established in the 2003 version of the ASCLD/LAB Accreditation Manual

and the FBI “Quality Assurance Audit For Forensic DNA and Convicted Offender DNA |
* Databasing Laboratories”. ' |

LABORATORY OVERVIEW

The North Carolina State Bureau of Investigation Raleigh Crime Laboratory is located at
121 East Tryon Road in Raleigh, North Carolina and is a state laboratory which provides
services for the State of North Carolina. Assistant Director Jerry Richardson is director
of the Crime Laboratory System. He reports to State Bureau of Investigation Director
Robin Pendergraft. The Laboratory provides services in Controlled Substances,
Toxicology, Trace Evidence, Biology {Molecular Genetics), Firearms/Toolmarks, Latent
Prints, Questioned Documents and Digital Evidence and has a staff of 92 testifying
analysts and 24 support staff,

The Laboratory also provides Crime Seene services but has elected not to apply for
accreditation in this discipline.

North Carolina State Bureau of Investigation Raleigh Crime Laboratory 1
Audited Report; September 3, 2003



STANDARDS AND CRITERJIA

. All of the criteria were scored YES with the fellowing exceptions:

1.1.2.7 (E)

1.4.13 (E)

- 1.425 (E)

1.428 (E)

CALTRRATION OF EQUIPMENT AND INSTRUMENTS.

The calibration procedures for the balances in the Drug Chemistry
and Biology sections do nef inc{ude accuracy tolerance limits.

The Drug Chemistry Section does not have written procedures for the
calibration of the GGas Chromatograph portion of the Gas
Chromatograph/Mass Spectrometer when the {-as Chromatograph
portion is used in the identification of controlled substances.

IS EVIDENCE STORED UNDER PROPER SEAL?

Electrostatic Detection Apparatus {(ESDA) resilts are being stored as
examination documentation in the Document Section case records.

ARE THE PROCEDURES USED GENERALLY ACCEPTED IN THE
FIELD OR SUPPORTED BY DATA GATHERED AND RECORDED
IN A SCIENTIFIC MANNER?

The written procedures in the Drug Chemistry Section are not specific
to meet minimum identification requirements for phenalkylamines in
regard to mass spectroscopy. If GC/MS is used, the procedure does
not specify that a verified gas chromatographic retention tine must be
used in conjunction with the mass spectrometer results for the
identification of phenalkylamines.

A conclusion in one ink examination case in the Questioned
Documents Section reported that two ink samples had matching
formulas. Case examination decumentation revealed only physical
examination techniques (fluorescence, luminescence and reflectance)
were used to arrive at the conclusion. Questioned Document Section
procedures for the analysis of ink include physical examination,
chemical examination and thin layer chromatography. The technical
procedures do not include minimum standards for reporting
conclasions.

ARE APPROPRIATE CONTROLS AND STANDARDS SPECIFIED IN
THE PROCEDURES AND ARE THEY USED AND DOCUMENTED

North Carolina State Bureau of Investigation Raleigh Crime Laboratory 2
Audited Report: September 5, 2003




1.4.2.9 (E)

1.4.2.13 (E)

IN THE CASE RECORD TO ENSURE THE VALIDITY OF
EXAMINATION RESULTS?

Appropriate controls and standards are being used in the Digital
Evidence Section, but are not specified in the Computer Forensics,
Audio, or Video procedures, nor is their use being documented in the
Computer Forensic case records.

The guantitation procedure in Biology uses a serial dilution to create
a set of standards ranging from 10 ng to 0.15 nyg, as well as two
calibration controls intended to assess the performance of the
standards. The technical procedures specify the use of these
standards and calibrators but does not address the expected results,
acceptable performance of the standards or calibrators, or the
interpretation of results {ONA Audit Document standard 9.1, 9.1.2.).
The procedure does not speeify a minimum number of visible
standards {or minimal DPNA concentration) as well as data
interpretation to cnsure uniformity among analysts.

The gas chromatographic portion of the Drag iCh-::m.istr*_t,F gas
chromatograph-mass spectrometers is not being checked with
controls or standards.

IS THE QUALITY OF THE STANDARD SAMPLES AND REAGENTS
ADEQUATE FOR THE PROCEDURE USED?

No source documentation was available in the Drug Chemistry section
for the verification of controlled substance reference standards used
for infrared and mass speciral comparisons.

k]

ARE THE INSTRUMENTS/EQUIPMENT PROPERLY CALIBRATED?

The Drug Chemistry Quality Assurance Manual (4.A.7, page 4-2)
states that electronic halances “will be calibrated or have the '
calibration certified by the chemists on a monthiy basis using
standard weights”. The weights used for calibration by the chemists
have no authenticating certifying documentation.

1.42.14 (E} DO THE EXAMINERS GENERATE AND DOES THE LABORATORY
MAINTAIN, IN A CASE RECORD, ALL THE NOTES,
WORKSHEETS, PHOTOGRAPHS, SPECTRA, PRINTOUTS, CHARTS
AND OTHER DATA OR RECORDS USED BY EXAMINERS TO
SUPPORT THEIR CONCLUSIONS?

North Carolina State Bureau of Investigation Raleigh Crime Laboratory 3

Audited Report: September 5, 2003



238.1

2111

34.11

@

m

In the Biology Section, Administrative Order 01-PRO-4 dated April
24, 2001 requires that mandatory steps be followed when case samples
are batched. During analyst interviews, it was determined that
samples from different cases may be "batched" for extraction,
quantitation, and/or amplification. However, there is no
documentation in individual case records when samples are batched,
making it impossible to compare results obtained between cases
should the need for such eomparison arise (i.e. for trouble-shooting).
(DNA Audit Document standard 11.1, 11.1.1}

DOES EACH EXAMINER POSSESS A BACCALAUREATE DEGREE
WITH SCIENCE COURSES?

Not all examiners possess g baccalaureate degree.

DOES EACH EXAMINER POSSESS A BACCALAUREATE DEGREE
WITH SCIENCE COURSES?

Not al] examiners possess a baccalaureate degree.

ARE THE EMERGENCY EXITS FROM THE LABORATORY
ADEQUATE FOR SAFE EXIT IN AN EMERGENCY?

Personal work areas in the Trace Evidence, Drug Chemistry, Biology
and Latcnt Evidence sections are divided by common (shared)
instrement/processing rooms. Access to these commoit rooms is from
adjacent work areas, Exit from these rooms is by Key only. If an
analyst enters these rooms withont the key, and the door(s) should
happen to close while they are in the room, there is no way to exit or
notify another person other than by pounding on the door to attract
attention,

All criteria for 2.10 Crime Scene were scored N/A because the laboratory eleeted not
to apply for Crime Scene accreditation.

North Carolina State Bureau of Investigation Raleigh Crime Laboratory 4
Audited Report: Sepiember 5, 2003



SUMMATION OF CRITERIA RATINGS

Total Total Total
Possible Yes No

Essential 73 66 7
Important 47 44 3
Desirable 20 20 | 0

Percent Essential: G{

Percent Itmportant: 94

Percent Desirable: 100

. Areas sought for accreditation are as follows:

Controlled Substances Firearms/Toclmarks
Toxicology Latent Prints

Biplogy Questioned Documents
Trace Evidence Digital Evidence

Prepared by: Mike Johnston, Staff Inspector

p/8 8 9.c43

Ralph M. Keaton, Executive Director Date

Norih Carolina State Bureau of Investigation Raleigh Crime Laboratory
Audited Report: September 5, 2003




AMERICAN SOCIETY OF CRIME LABORATORY DIRECTORS
LABORATORY ACCREDITATION BOARD
September 9, 2003

Jerry Richardson, Assistant Director

NC State Burean of Investigation Cnme Laboratory
121 East Tryon Road

Raleigh, NC 27603

Dear Assistant Director Richardson:

On Seplember 5, 2003, an ASCLD/LAB audit commiitee reviewed the draft inspection reports
for the North Carolina State Bureau of Investigation Headquarters Laboratory and the Western
Regional Laboratory which were inspected during the period of August 24-29, 2003. The audit
committee reviewed each report for consistency with past Board decisions in order to expedite
the process of remediation for your laboratories. Copies of the audited reports arc being provided
to you with this letter.

In its consideration of the dralt report for the Headquarters Laboratory, the audit committee
concluded that an appropriate cotrection had been made to the finding for Desirable criterion
1.1.2.8 and the scoring was changed to YES. The audit committee also concluded that the
finding related to Essential criterion 1.4.1.4 was more appropriately reported under criterion
1.4.1.3. Therefore the scoring for criterion 1.4.1.4 was chattged to YES. The audit commitice
concurred with all other findings of the inspection team.

In auditing the Westcrn Regional Laboratory draft rcport, the audit commiittee conciuded that the
finding for Essential eriterion 1.4.2.10 is valid but would be more appropriately assigned to
Essential criterion 1.4.2.8. Therefore the scoring for criterion 1.4.2.10 was changed to YES and
the scaring for criterion 1.4.2.8 was changed ta NO. The sudit committee concurred with all
other findings of the inspection team.

These reports have not been considered by the Board and remain pre-decisional untif the Board
takes action concerning the accreditation of the laboratories, The Board will next meet on
Dclober 26 and 27. 1f you take exception with findings in either of the reports, you may appeal
to the Board. Should you wish to appeal, you should advise me concerning the basis of your
appeal and I will place the matter on the agenda for the upcoming meeting.

If you do not take issue with findings in the reports, you should begin taking the necessary
actions to bring all Essential criteria into compliance with the requirements of the 2003 version
of the Accreditation Manual. Typically, the Board wishes to see a 90 day history of compliance
with standards involving documentation and procedures. Due to the nature of the findings, a

Ralph Keaton, Executive Director ¥ 139 ] Technology Drive, Gamer, NC 27529 ¢ Phone (319) 7732600 « FAX (919} 773-2602 * E-mail theaton@ascld-lab.og




revisit to one or both of the laboratories may be required to verify cornpliance with all Essential
crileria.

The inspection team found each of the North Carolina State Burean of Investigation laboratories
to be in compliance with the required percentage of Important and Desirable criteria. Therefore
your laborateries will not be reguired to take corrective measures concerning any of these
criteria. However, you do have the option to take corrective actions on any of these criteria, if
you so choose. In the event that you wish to remediate any Important and/or Desirable criteria,
you should advise staff inspector Michae!l Johnston.

Although yon should work directly with Mr. Johnston in arranging for review of documentation
of compliance, please feel free to contact me If I might be of assistance to you.

Best wishes,

K 7 ey

Ralph M. Keaton
Executive Director

ce:  Michael Yohnston, Staff Inspector
ASCLINVLAB Board
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ASCLD/LAB®
(] INSPECTION REPORT

NORTH CAROLIN AISTATE BUREAU OF INVESTIGATION
RALEIGH CRIME LABORATORY

Inspected: Auvgust 24-29, 2003
| Supplemental Inspection Report: December 4, 2003

@



. INTRODUCTION

This is the Inspection Report of the ASCLD/LAB inspection of the Nerth Carolina State Bureau
of Investigation Ralaigh Crime Laboratory. The imitial inspection was perfermed on August 24-
29, 2003 nsing the principles, standards and ¢riteria established in the 2003 version of the
ASCLD/LAB Acecreditation Manual and the FB] “Quality Assurance Standards for Forensic
DNA Testing Laboratories and Convicted Offender DNA Databasing Laboratories™. Staff
inspector Mike Johnston eonducted a follow-up review of documentation on December 4, 2003.

The ASCLIVLAB inspection team consisted of the following members:

Mike Johnsten, Staff Inspector, ASCLD/LAB, Anstin, TX

John Barbara, Florida Dept. of Law Enforcement, Tampa, FL

Craig Ogino, San Bemarding County Crime Lab, San Bemardino, CA
Robyn Ragsdale, Florida Dept. of Law Enforcement, Tampa, FL
Charles Quenzer, Federal Boreau of Investigation, Quantico, VA
Marie Samples, Office of Chief Medical Examiner, New York, NY
Cary Qien, Federal Bureau of Investization, Quantico, VA

Steve Meagher, Federal Bureau of Investipation, Quantice, VA
Ingrid Dearmaore, Washington State Patrol, Marysville, WA

Tom Darnell, Sonth Carolina Law Enforcement Division, Columbia, SC
Ed Moilanen, Staff Inspector, ASCLD/LAR, Roscommon, MI
Dorcen Hudson, Los Angeles Police Depariment, Los Angeles, CA

. LABORATORY OVERVIEW

The North Carolina State Bureav of Investigation Raleieh Critne Laboratory is located at 121
East Tryon Road in Raleigh, North Carolina and is z state laboratory which provides services for
the State of North Carelina. Assistant Director Jerry Richardson is ditector of the Crime
Laboratory System. He reports to State Burean of Investigation Director Robin Pendergraft. The
Laboratory provides services in Controlled Substances, Toxicology, Trace Evidence, Biology,
Firearms/Toolmarks, Latent Prints, Questioned Documents and Digital Evidence. The laboratory
has a staff of 92 testifying analysts and 24 support staff.

The Laboratory also provides Crime Scene services but elected not to apply for accreditation in
this discipline,

INSPECTION TEAM FINDINGS

The following document lists each of the ASCLINLAR Accreditation Standards and Evaluation
Criteria from the 2003 Accreditation Manval. Each criterion for which the inspection team
determined the laboratory io be in compliance is scored *“Yes.” Criteria for which the inspection
team found the lzbaratory to not be In tora] compliance are scored "Wa,™ Criterta witich are nat
applicable to the inspection of this laboratory are scored “N/A"

The Summary portion of the repart documents the basis for sll nen-compliance and all non-
apphicable findings of the Inspection Team.

. _ North Carolina State Bureau of Investigation Raleigh Crime Laboratory
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STANDARDS AND CRITERIA

The laboratory should establish objectives which are relevant fo the community thet it server and
carricae them fo aif empioyees orally and fn written form

L1.L1(D

L1E2(D)

1.1.1.3 (D)

Yes Neo  N/A
Does the laboratory have a written statement of its objectives?

Da the objectives appear to be relevant to the needs of the
community serviced by the laboratary?

< s

Does the laboratory staff upderstand and support the vbiectives?

A laboratory or its parent agency should have a formal written budget which is convistent with the
Jorensic services provided by i

1.12.1(]

L1.2.2(T)

Dioes the laboratory or its parent agency have a formal written v
budget?

Is the budget adequate 1o meet the written objectives? v

—r—— — —

Clearly written and well understood procedires must exist Sfor handling and preserving the integrity of
evidence; laboratory security; preparation, storage, secrrity and disposition of case records and
reports; and for maintenance and cafibration of eqisipment and instruments. Clearly written and wail
wnderstood procedures shosld alse exiv Jor control of materials and suppfies; inventory of equipment
and instrisments; duty hours; leave time; job requirements and deseriptions; personne! svaluations and
ebjectives; and for employee grievances,

Do clearly written angd wel) understoed procedures £xist for the following:

1.1.2.3 (E)
1.1.2.4 (E)

1.1.2.5(E)

1.1.2.6 (D)
1127 (E)
1.13.8 (D}
1129 (M

1.1.2.1040)

11211 (M)

Handbing and preserving the integrity of evidence. v

<,

Laboratory ssturity.

at

Preparation, storage, security and disposition of case records
OT Tepeorts.

Control of materials and supplies.

Calibration of equipment and instruments.

inventory of equipment and instruments.

Dty hours.

|
|

Leave time,

AN LN N x[&.x.

Job requirements and descriptions.

North Carclina State Burean of Investigation Raleigh Crime Laboratery
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Yes No ™A
v

v

1.1.212 () Personnel evaluations and objectives.

1.1.2.13{E} Emplovee grievances.

A laboratory should have a management informafion system which provider information which assists
the laboratary in accemplishing its objpotives.

1.1.2.14(I) Does the laboratory have and use a management information v
System?

The laboratary Manapar shopld be able i relate the oreonizariongl siructure fe Interocting variohles
such as those stated in the principls,

1.2.1.1 (I}  Does the organizational struchire group the weork and personnel v
in a manner that allows for efficiency of operation, taking inte
account the interrelation of various forensic disciplines?

1.2.1.2{>) Has the laboratory director considered and taken appropriate v

action to corect any discrepancies with regard to numbers
of personnel when grouping work and resources?

The laboratory director should huve anthorily commensurate with the assigned responsibilities.

122100 Is the iabomtory divector®s authority well defined? v

12220  Does the laboratory director have authority commensurate with v
responstbilities?

Delegation of authority within the laboratory shonid follew the arganizational process eutlined in the
principle.

1223} s there sufficlent delegation of authority? v .

1224y Ts authority of supervisors commensurate with their
responsibitities?

1.2.2.5(Ty  Is each subordinate accountable 10 one and only one immediate v
supervisor per funciion?

1.2.2.6 (I}  Are performance expectations established and are they v
understood by laboratory persennal?

Constrictive discission should accrr hetween supervivers and subordinates.

1.3.1.1(D) Is there constructive discussion between supervisors and
subordinates?

North Carelina State Bureau of Investigation Raleigh Crime Laboratory
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Supervisors should carefully and objectively review laboratory aetivities and persanaal,
Yes No NEA

1.5.1.2(1) Do supervisurs carefilly and abjmlvﬂy review laboratory v

activites apd personnel?

Supervisory technigues should encouraps creative thinking and objectivity and should recognize
nteritarious performance of siubordinates.

1.3.1.3 () Do the supervisory techniques encotirage creative, abjective Y

thinking and recognize meritorious performance?

Channels of commuinication within the labaratory should excist for coordination of case work and to
ensure wide dissemination of fechnical information. Vertical, horizontal and diggonal channels af
commumication should exist within and external 1o the laboratory.

1.32.1(D) Do clear vertical, horizontal and diaganal channels of v
communication exist within and external to the laboratory?

Vertical channels of comumunication shonld nermally be used for administrative functions.

1.3.2.2(D)  Are vertical channels of communication used for administrative ¥

functions?
Staff meetings should be canducted on a regular bagis.

1523 (D)  Are staff meetings held on a regnlar basis? v

A fraining program to develop the technical skills of employess is essentiaf in each wpplicable
Sundciional area.

1.33.1(E) Does the laboratery have and uze a documented training v
program in each functional area for employees who are new,
untrained or in need of remedial training?

A formalized personne! development program is imporiant te prepare emplovees fe assume maore
responsibla fobs.

13.32{)}  Does the laboratory have an employee development program? vl

The taboraiory shonld maintain an adequate forensic library to include lteroture published in the
applicable functional areas,

1.3.3.3(1)  Does the forensic library contain current books, joumnals, and v
other literatire dealing with each functional area?

North Carolina State Bureau of Investigation Raleigh Crime Laboratory
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A systers or procedire should exist to encourage a review of appropriate new literature by personnel,

Y? MNa N/A

1334 Doesasystem existto mcuurégc each examiner to review
appropriate new literanura?

A chain of custody record (e.g., signature, date, description af evidence) must be maintained which
provides a comprehensive, documented history of each svidence transfer over which the laboratory has
control

1.41.1(E} Does the laboratory have a written or secure electronic chain v
of custody record with all necessary data which provides for
complete tracking of afl evidence?

Each individual item of evidence must he marked for identificotion, whent practical, If the tem does
nof lend itself to marking, its proximal comtainer or identifping iag nust be marked.

1.4.12(E) Isall evidence marked for identification? v

Evidence seals nust be desizned and used to protect the integrity of the evidence.

14.13(E)  Is'evidence stored under proper seal? v

Procedural precaitions must exist which reduce the risk of evidence loss, cross transfer, contamination
and /or other deleterions change,

[1.41.4(E) [Isevidence protected from lass, cross transfer, contamination v
and/or deleterious change?

A secure area for overnight andior fong-ferm storage of evidence must be available.

L4.1.53(E} Isthere a secure area for overnight andfor long-term storage v
of evidence?

Al elements of a labaratory’s quality system must be clearly documented in a quality manua! which is
kept current untder the responsibility of a quafity manager.

1.4.2.1{E}) Dwoes the laboratary have a comprehensive quality manual? v

A laboratory must kave an individuaf desipnated as the Quality Manager,

1.42.2(E} Isan individual designated as the quality manager? Y

To verify thaf ifs aperations continue fo caomply with the requirements of its quality system and the
Handards under which ASCLDALAR accreditation was granted, each laboratory musi conduct an
annpal eudit of its sperations and submit an Annual Accreditation Audii Report (Appendix 6) ta
ASCLDAAB, by April I, each vear.

North Carcliina State Bureau of Investigation Raleigh Crime Labomtory
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¥Yes No N/A

1.4.23(E) Did the laboratory conduct and dogiment an annual andit of iis v
operations and submit an annuat accreditation audit mport to
ASCLDYLAB by the required deadling?

The guality system requires that laboralory management conduct a review at least once yearly to
ensure the continued suitability and effectiveness af such a system.

1424 (E) Dnes the laboratory conduct and document an annual review of v
its quality system?

FProcedures used must be penerafly accepted in the field or supported by data gathered and recorded in
a sclentific sarner.

1.4.2.5(E)  Arethe procedures used generally aceepted in the field or v
supported by data gathered and recorded in a scientific manner?

New techuical procedurer mnst be validated to prive their efficdcy in examining evidence material
before being implemsnted on cavework,

1.4.26(E)  Are new technical procedures scientifically validated hefore v
being used in casework and is the validation documentation
available for review?

The laboratary must maintain writien copies of appropriate technical procedures.
1.42.7(E)  Are the technical procedures used by the laboratory docurnented v

and are the documents available to laboratory persomnel for
review?

Controls and standard samples must be used and documented in the cave record to ensure the validity
of the testing parameters and, thetehy, the conclusion,

1.428(E}  Are appropriate contrals and standards specHied in the procedures v
and are they used and documented in the case recerd to ensure
the validity of examination results?

The quality of the standard sumples and reagents vust be adequste for the procedure used.

v

14.29(E} Isthe quality of the standard samples and reagents adequare for
the procedure used?

A recgents must be routinely fested far their reliabitity.

1.4.2.10(E) Dogs the laboratory routinely check the reliability of its reagents? _ ¥

Instruments/eqitlpment should be adequate for the procedures nsed.

LA2I1()  Are the instrumentsiequipment adequate for the procedures nsed? Y.

North Carolina State Bureau of Investigation Raleigh Crime Laboratory
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Instruments/equipment should be maintained in proper working order.
Yes Mo MNA

1.4212(Ty  Are the instruments/equipment in proper working order? Y

Instruments/equipment must be properly celibrated and calibrarion records maintained for al!
calibrated instrumenis,

1.4.2.13(E} Are the instruments/fequipment properly calibrated? v

The [oboratory must create and maintain a case record for administrative and examination
decumentation generated or received by the laboratory on each case which it receives, Examination
documentation such as notes, worksheets, photographs, specira, printonts, charts, and ather data or
records which support conclusions must be generated and kept in the case record.

1.42.14(E) Do the examiners generate and does the laboratory maintain, v
in a case record, all the notes, worksheets, photographs,
spectra, printouts, charts and other data or records
used by examiners to support their conslusions?

1.4.215(E) Does the laboratory maintain case related administrative v
documentation generated and received, in a retrievable form?

1t is essential thal @ representative number of reports be subjected to a technical review.

1.4.216 (E) Does the laboratory have, use and document a system of v
technical review of the reports 10 ensure that the conclusions
of its examiners are reasonable and within the constraints of
scientific knowledee?

Administrative reviews must be conducted (o ensure the completeness and correctiess of the reporis
isued

1A217{E} Does the laboratory condiet and document administrative Y
reviews of all reports issued?

The laboratory must kave and follow a written procedure whereby the testimony of eack examiner is
monitored af least once every pear.

v

1.4218(E} Duoes the laboratory monitor the testimony of each examiner
at least annually and is the examiner piven feedback from the
evalation?

The laboratory must have a written procedure which it uses to initiate o review and to take corrective
action when the lnboratory has an indication of a significant problem with a fechnical procedure or the
work of an oralyst.

Nort: Carolina Stare Bureau of Investigation Raleigh Crime Labotatory
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Yes  No WA

1.4.2.19{E} Ifthe laboratory has an indication of 3 significant technical -
problem, is there a procedure in writing and in use whereby the
laburatory initiates a review and lakes any comective action
requared?

Each laboratory must rave o documented program af proficiency testing which measures the capabifity
of ity examiners and the refiability of its analytical resulis,

1.43.1 (E}  Does the laboratory have a documented program of proficiency v
testing?

The laboratory must participate in proficiency lesting progroms in which samples are provided by an
external test provider. ASCLD/LAR approved providess must be used where available,

v

1.43.2(E} Dogs the laboratory participate in proficiency testing progratms
conducted by approved test providers or by other external
providen(s) when no approved provider is available?

Eack Examiner should be proficiency tested anmiually in each subdiscipline in whick casework is
performed,

1.433(I) Was each examiner proficiency tested annually in each v

subdiscipline in which casework was performed?

The laboratory should conduct annuaf proficiency testing in each discipline using re-examination or
blind technigues.

1.4.34 (1)  Does the laboratory conduct proficiency testing using v
re-txarmination or blind techniques?

MANAGEMENT

The laboratory director should have a minimum of a baccaloureate degree in @ naturaf science,
criminalisticy or a closely refuted field If the director lacks a scientific background, then there should
be support witkire management by personne! with appropriate sclentific background,

21108 Does the laboratory director possess 3 degree in a natural v
science, criminalistics or in a ¢losely related field, or s the
lzburatory director supported by scientific persomnel of sufficient
managerial rank and autheriey?

A laboratory director shonld have at least five years of forensic science expericnce Performing
casework in one of the ASCLDAAB aecredited disciplines.

2.1.2¢(D) Dioes the laboratery director have at least five years of forensic v
science experience?

North Carclina State Burean of Investizgation Raleigh Crime Laboratory
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Additioaal education In management or business administration by collepe course work ar short
training courses (or bath) is recommended,
Yes Mo NiA

2.1.3(Iy Does the laboratory divector have same formal fraining in v
management?

The laboratery direcior should have of least fwo years of experience in monagement.

214 (Iy Does the laboratory director have at least (wo years of v
mnanagerial expenence?

CONTROLLED SUBSTANCES

Examiners must have education and experiencedraining convnmensurale with the examinations and
testimony provided. A bacealgureate degeee in a natural science, criminatistics ar in g elosely related
Jield is reguired.

2.2.1{E) Dioes each examiner possess a baccalaureate degres in a natural Y
science, criminalistics or in a closely related field and does each
have experience/maining commensurate with the examinations
and testimony provided? .

Examtiners must have a good understonding of the principles, uses and H.;ni.rarians of the Instraments,
and the mrethtods and procederes ar applisd to he lacks performed

222(E)  Does each examiner understand the instruments, and the Y
methods and procedures used? :

Examiners must hive succestfully completed a competency lest,

2.2.3 (E) [nd each examingr successfully complete a competency test v
prict (o assuming casework responsibility

A proficlency test must be successfully completed by each exansiner at least annually,

1.24(E) Did each exarminer successfully complete an annuaf proficiency v
test?

TOXICOLOGY

Examinees must have education and experiencefraining commensurate with the examinations and
testimony provided. 4 baceolaureate degree in o naural science, toxicology, criminalistics or in g
closely related field &5 required.

231 (E) Doss each examiner have & baccalaureate degree in a natural v
science, toxicology, crimitalistics or in a closely related ficld
and dees each have experience/training commensurate with the
examinations and testimeny provided?

North Carolina Siate Bureay of lnvestigation Raleigh Crime Laboratory '
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Examiners must have a good anderstanding af the principles, uses and lmitations of the fnsiruments,
and the methods and procedures applied to the tasks performed
Yes Mo N/A

2.3.2(E) Dges each examiner understand the insruments, and the v
methods and procedures used?

Examiners must have successfully completed o contpetency fest.

2.3.3(E) Dhd each examiner speeessfully complete a competency test v
prior to assuming casework responsibiliny?

A praficiency test must be successfully completed by eack examiner gt least arnuatiy.

23.4(E) Did each examinet successfully complete an annual proficiency v
test?

TRACE EVIDENCE

.

Examiners must have education and experiencefiraining commensurate with the examinations and
testimony provided. A baccalaureate depree in a natural seience, criminalistics or in a closely refated
field is required.

24.1(E) Dioes each examiner possess a baccalaureate degres in a natural - Y
sclenice, criminalistics or in 3 closely related field and Joes each
have experience/training commensurate with the examinations
and testimony provided?

Examiners mast kave o good understanding af the principles, uses and limitations of the instrumenis,
and the mefhods and procednres appfiad to the tasks performed

242(E)  Does each examiner understand the instruments, and the methods _¥_
and procedures used?

A compelency test must be successfully complefed prior to working coses of each evidence type.

2435 (E) Did gach examiner successfully complete 2 competency test in v
each of the subdisciplines processed prior to assuming cazework
responsibility?

A praficiency fest must be successfully completed by eachk examiner at least annpaliy.

2.4.4(E) Dhid each examiner successfully complate an annual proficiency v
test?

BIOLOGY

Examiners must have education and experiencefraining commensurate with the examingtions and
testimony provided. A bacealaureate degree in 8 Rotural science, criminalistics or in & closely reloted
feld is reguined,

North Caroling State Bureau of Investization Raleigh Cnime Laboratory
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Yes Mo HN/A

2.5.1¢(E) Does each examiner possess a baccalaureate degree in a natural v
science, criminalistics or in a closely related field and does each
have experience/training commensurate with the Ex&mmatmns
and testimany provided?

2.52(E) Dees each examiner performing DNA analysis have educaticn, v
training and experience consistent with those required by the
gualiny assurance sudit document?

Examiners must have a good nnderstanding of the principles, uses und limitations of the instrizments,
and the methods and procedures applied to the tasks performed,

2.53(E) Does each examiner undersiznd the instrumeris, and the v
methods and procadures nsed?

Examiners pnist have successfully completed a competency fest.

2.54(E) Did each examiner successfully complete a competency test ' v
prior to assuming casework responsibility?

A proficiency test must be successfully completed by each examiner af least annually?

2.55(E)  Did each examiner successfully complete an annval proficiency Y.
test?

Twe proficiency tests must be spccessfully completed by each DNA examiner annually,

2.5.6(E) Did each examiner performing DNA analysis successfully Y
complete two anmual proficiency tes15 from an approved test
provider?

FIREARMS/TOOLMARKS

Fircarmsfoolmarks examiners should have 8 baccalaureate degree with science courses.

26110 Does each examiner possess a baccalaureate degree with v
sciencs conrses?

Examiners must Have @ good understanding of the principles, uses and Umitations of the instruments,
and the meathods and procedures used as applied to the asks perfornted.

2.6.2(E} Does each examiner understand the Instruments, and the Y
methods and procedures used?

Examiners must kave education and experience/training commensurate with the exgrinations and
testimony provided. fndependent case examinations mist not be underiaken until extensive instruction
Sfrom a quatified examiner has been completed,

North Carolina State Bursau of Investigation Raleigh Crime Laboratory
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Yes No NiA

2.6.3(E} Did each examiner have extensive trining from & qualified v
examiner and does each have sxperience commensurate with
the examinations and testimony provided?

Exantiners must successiully conplete o cormpelency fest.

264 (E} Did each examiner successfully complate 2 eompetency test v
prior to assuming case work responsibility?

A praficiency test must be successfully completed by each examiner at feasf annually.

2.6.5(E) Digd each examiner successfully complete an annual proficiency v
test?

QUESTIONED DOCUMENTS

Ouestioned documen! examiners siiould have g baccaloureate degree with science courses.

21 Does each examiner possess a baccalavreate degree with science v
courses?

Examiners must hove a good understanding of the principles, uses and Hmitations af the instrunents,
and the methods and procedures used as applied 1o the tasks performed.

572(E)  Does each examiner understand the instruments, and the methods ¥
and procedures wsed?

Examiners must have education and training/experience commensurate with the examinations and
festimony provided. Independent case examinations mist not be inderiaken putif extensive instriction
from a gualified document examiner hos been completed,

2.13(E) Did each exzminer have extensive training from a qualified v
examiner and does sach have experience commensurate with the
examminations and testimony provided?

Exominers must have saccessfilly complefed a competeney fest

2.74(E} Did each examiner successfully complete a compelency test prior Y
to assuming case work respansibility?

A praficiency test must be successfully completed by each examiner at feast annually.

2.35(E) Did each examiner successfully complete an annual proficiency v
test?

North Carolina State Burean of Investigation Raleigh Crime Laboratory
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LATENT FRINTS

Latent print examiners shonld have a baccalaureate degree with sclence courses.
Yes Mo NfA

2E1{M Dioes each examiner possess a baccalaureats depree with scignce v
courses?

Examiners must have a good understanding of fhe concept of individuallzation and the principles, uses
and fmitarions of the instrumeats, and the methods and procedures used of applied to the jasks
perfarmed.

282 Droes each examiner understand the instruments, and the methods v -
and procedures; used?

Exaniers st Bove edncation ond Iraining/ 2Xperignce fomuneasuraie wirh the gxaminstions and
testimony provided, Independent case examinations stust not be underiaken until extensive instruction
fro a gualified fatent print exariiner has bren compieted,

233(E) Did each examiner have extensive training from a qualified v
examiner and does each have experience commensurate with the
examinations and testimony pravided?

Examiners must have successfully camplated a competency lest.

2.84 (E) D¥id each examiner successfully complete a competency test prior v
to assuming easework responsibility?

A proficiency test must be successfully completed by each examiner at least annuclly.

2.8.3(E) Did each examiner successfully complete an annual profisiency v
test?
TECHNICAL SUPPORT

The individual must meet the specification of the job description.

29.1 (E) Do techmical support personnel meet the requirements of their v
job descriptions?

The job description and the duties pecformed must be in agreement.

292(F Are the job descriptions and the dwties performed in agreement? v

Tecknical suppart staff musy kave successfillly conpleted an appropriate campetency fest

203(E)  Did each member of the technical support staff suecessfinlly v
complete an appropriate cComMpetency fest prior 10 assuming
casework responsibility?
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Tecknical support personnel must successfiully complete an appropriafe proficiency tesi annuatly.
Yes No N/A

2.9.4 (E} [id all technical support personnel successiulty complete an v
appropriste proficiency test, annually?

Twe praficicncy 1eses miust be successfully completed annually by all fechnical support personne!
perfarmimg DNA analysis,

205(E)  Did all technical support personnel performing DNA analysis v
successfully complete two annual proficiency tests from an
approved test provider?

CRIME SCENE

The examiner must meel the requirements of the job deseription,

v

2.10.1{E) Do examiners mest the requirements of their job descriptions?

Examiners must have a pood understanding of the concept and theory of scene securify and integrity,
and the uses and limitations of the equipment, wethods and procedieres sesed to dociiment and process
crime scenes, as applied to the tasks performed,

2102 (E)  Does each examiner understand the equipment, methods and v
procedures used?

Examiners must have training and expericnee commensurale with the examinotions, doeumentation
aird testimony provided, as applied to the tashs performed. Independent examinations and
docrmentation if crime scenes miest not be wndertaken until extensive instruction frem a qualified
examiner hus been completed.

2.103(E) Did each examiner have extensive training from a qualified v
examiner and does each have experience commensurate with the
examinations/documentation and testimony provided?

Exgrminers must have successfully completed a competency testis) as applied to the fask(s] performed.

2104 (E)  Did each examiner successfully complete a competency test(s) v
pricr to primary responsibility for the examination,
documentation and pracessing of a ctime scene?

A proficiency lest must be completed by each persen canducting crime scene examinasions af feast
egnnraily. The proficiency test should refiect the (ypes of procedures, metheds ond equipment ax
applied to the typical task(s) performed.

2.10.5(Ey  Did each examiner suceessfully complete an ammual proficiency v
test?
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DIGTTAL EVIDENCE

Digital evidence examiners should have g baccalanreate degree with science courses.

Yes Mo A
v

215110 Does each examiner possess a baccalaureate degres with science
courses?

Examiners must have a good understanding of the principles, nses and Umitatipns of the hardware,
software, and the methads end procedures as applied (o the tusks performed.

2.112(E)  Does each examiner understand the equipment, programs, v
methods and procedures used?

Eaminars must have education and truining/experience commensurate with the examinations and
testimony provided. Independent case examinations must not be underiaken until extensive instraction
Srom g qualified examiner has heen completed,

2I1.3(E)  Droes each examiner have experience commensurate with the _"'(_ o
exarminations/docuntentation and testimany provided?

Examiners pust have successfully completed a competency lest,

v

2.114(E)  Did each examiner successfully complete a competency test in
each subdiscipline prior to assuming easework responsibility?

A proficiency test must be successfully completed by each examiner af least annually.

2.11.5(F) Did sach examiner successfully complete an annual proficiency v/
Lest?

Each employee should have adeguate wark space tg accomplish assigred tasks.

ERRNIY] Does each employee have adequate work space to accomplish ¥
5 P P
assigned tasks?

Sufficient space shonid be provided for storage of supplics, equipment and tools.

11.2{m Is there sufficient space provided for storage of supplies, o
equipment and tools?

Examiners should have space availabie for writing reporis and gifer gffichal comtt e gtlons.

v

313 (0 [s there adequate space available for examiners for writing
reports and other official commumcations?
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Adeguate and appropriate space should exist for records and reference muaterials.
Yes Mo Nig

L4 [s there adequate and appropriate space available for records, v
reference works and other necessary documents?

Xeficient space strorid be avalloble for Inslrmeniationsoqulprent & facklitate #r aperafion.
v

3..5(M Is adequate space available for instrumentation/equipment to —_ —— —
facilitate its operation?

Aveassories should be stored near instrumentofion/eguipment o facilitate itc nse and operation.

lse (D) Are ascessories stored near instrumentationdequipment to v
facilitate its use and operation?

The physival design should permit the efficient Tow of evidewnce from the time af its ecceptance untif itc
Proper disposal

32m Dioes the physical design permit the efficient flow of evidence v
from the time of its acceptance until its proper disposal?

The relative focations af functional areas should facilitate the use of equipmeznt and Instrisments.

322(8) Do the relative locations of functional areas facilitate the use (_ _ -
of equipment and instruments?

Adeguate and praper lighting should be availlable for personnel to carry oui assigned lasks.

323 (M Is there adequate and proper lighting available for personnel to v
carry out assigned rasks?

Adeguate end proper plimnbing and wiring shonld ke available and accessible fg carry out assigned
tasks

324N Is there adequate and proper plombing and wiring available and v
accessible to carry out assigned tasks?

The laboratory sheuld have proper general ventilation,

325 Dyoes the lsboratary have proper general ventilatian? ol
There should be adeguate heating, cooling and humidity control in the faboratory.

328D Iz the heating, cocling and humidity contrel in the laboratory v
adequate?

North Carlina State Bureau of Investigation Raleigh Crime Laboratory
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Access to the aperational eree of the laboratery must be controllable and limited to those individuals
who are astigned fo routinely work in the area or 1o those individuals designated by the fabaratory
director for have aocess.

Yes Mo NiA

331 (E) [s access to the operational area of the laboratory controllable v
and limited?

All exterior entrance/exit points require adegiuate security control.

332(E)  Doall exterior entrance/exit points have adequate security v
comtrol? : .

Internal areos requiring limited/controlled access must have a lock system.

333(E) Do all internal areas requiring limited/comrolled access have Y
a lock system?

Accountability af all keys, magnetic cords, ett., must be documented and their distribution limited fo
those individuals designated by the laboratory director fo have access.

3.34(E) 15 distribution of all keys, magnetic cards, ete., documented and v
is distribution limited to those individuals designated by the
laboratory director to have access?

The lobaratory nuist be menitored during vacant hours by an intrusion alarm or by security personnel

3.3.5(E) is the laboratory secured during vacant hours by means of an v
intreston alarm or by security persotne)?

The fgboratory should Aave a fire detaction system,

356 Droes the laboratery have & fire detection system? v

Al elements of @ laboratory’s health and sofety program must be clearly documented in @ marial
The pragram should be monifored and the manual kept current by a health and safety manager.

341D Dioes the laboratory have an effective health and safety program v
documented in a manual?

34.2( 15 an individnal designated as the health and safety manager? v

143N Iz the health and safety program monitored regularly and v
teviewed annually to ensure that its requirements are being met?

The laboratory should have available and encourgge the use of safety devices (particularly those
required in is heaith and safety manual). Examples of such devices are goggles, face protectors, ear
protectors, ploves and fire extingrishers.

Morth Carolina State Bureau of [nvestigation Rateigh Crime Laboratory
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Yes Mo NiA

344N Dioes the laboratory have available and encourage the use of ¥

safety devices, particelarly those required by its health and
safely manual? :

Praper equipment and material showuld be availebie for the handling of carcinogenic, toxic andior
other dengeroiis material spifis.

345D Does the laboratory have proper equipment and material available v
for the handling of carcinogenic, toxic andfor other dangerous
matenial spills?

The Inboraiory should have safety shower and eye wask eguipment in appropriate locations and in
good warking condition.

34.6(0 Does the laboratory have safety shower and eye wash equipment v

in appropriate locations and in good working condition?

Extiaust hoods musst be available to maintain a safe work environment.

347(0)  Are sufficient exhaust hoods available to maintain a safe work V.
environment?

Suffivient first-aid kirs should be availuble and strategically located.

348D Are sufficient first-aid kils availablie and strategically located? v

An adequate number of personnel should hold current certification in firit-aid

349 Does the laboratory have an adequate number of personnel v

holding current certification in first-aid?

Space shouid be provided for safe storage of volatile, flammuable, explosive and other hazardous
praterials

34,10 Ts appropriate space provided for safe storage of volatile, v

flammable, explosive and other hazardows materials?

Emergency exits from the laboratory shonld be in complience with safe working requiraments.

34.11(I)  Are the emergency exits from the laboratory adequate for safe v
exit in an emergency?

General cleaniinesy and good-househeeping shonld be apparcnt,

3.4.12{D) Isthers general cleanliness and apparent gnnd-housr:kecp-{ng v

in the laborarory?

North Carolina State Bureau of Investigation Raleigh {nme Laboratory
Inspection Report: December 1§, 2003

13




FINDINGS

The following surnrarizes the eriteriz for which the Inspection Team determined the laboratory
was not in compliance at the time of the inspection and the basis for the finding. The summary
afso identiffes oriterfa which wers determined 9 be not applicable and the basis for that
determination:

1127 {(E} CALIBRATION GF EQUIPMENT AND INSTRUMENTS.

Origingl inspection findine:
The calibration procedures for the balances in the Drug Chemistry and Biology ss.ecnnns do not
include aceuracy tolerance limits.

The Drug Chemistry Section does not have written procedures for the calibration of the Gas
Chromatograph portion of the Gas Chromatograph/Mass Spectrometer when the Gas
Chromatopraph portion is used in the identification of contralled substances.

Supplemental findine;

Aceuracy telerance fimits have been added to the calibration procedures in the Drug
Chemistry and Biology Sections (See section 8.7 for Biology). Certified weights have been
purchascd and are available io these sections and other disciplines in the Crime
Laboratory. '

Written procedures are now included in Drug Chemistry Section proceduras mancal for
tite calibration of the gas chromatopraphy portion of the Gas Chromatograph/Mass
Spectrometer when the gas chromategraphy portion is used in the identification of
contralled snbstances. :

14.1.3(E) IS EVIDENCE STORED UNDER PROPER SEALY

Onrinal mspection finding:
Elecrostatic Detection Apparatus (ESDA) results are being stored as examination documentation
in the Document Section case records.

Supplemental finding:

The procedure for storage of Electrostatic Detection Apparatus (ESDA} has been modified
to treat these exhibits as evidence, A new “Positive ESDA Lift” policy has been instituted.
The policy requires positive ESDA Eifts to be treated as evidence and stored ag such in the
property room until returned to the submitfing agency. A review of a casc file requiring
ESDA analysis eonfirmed that the ESDA exhibits are treated as evidense and stared in the
property room until it is returned to the submitting agency.

14.2.5(E) ARE THE PROCEDURES USED GENERALLY ACCEPTED IN THE FIELD
' OR SUPFORTED BY DATA GATHERED AND RECORDED IN A
SCIENTIFIC MANNER?

Nerth Carolina State Bureau of Investigation Raleigh Crime Laboratory
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Crizinal inspection findina:

The written procedures in the Drug Chemistry Section are not specific to meet minimom
identification requirements for phenalkylamines in regard to mass spectroscopy. 1f GC/MS is
used, the procedure does not specify that a verified gas chromatographic retention time must be
used in conjunction with the mass spectrometer results for the identification of phenalicylamines.

A conclusion in one ink examination case in the Questioned Documents Section reported that two
ink sampies had matching formulas. Case examination documentation revealed only physical
exgmination techniques {fluorascence, himinescence and reflectance) wers used 1o amrive at the
conclusion. Questioned Document Section procedures for the analysis of ink include physical
examination, chemical examination and thin layer chromatography. The technical procedures do
oot include minimom standards for reporting conclusions.

Supplemental finding:
The procedures in Driog Chemistry have been modified to meet the minimum identification

requirement and specifications for phenalkylamines in regard to mass spectroscopy, Gas
chromatograph interpretation is now requlred when using the mass spectrometer to
identily phenylalykamines,

A corrected report has been issued for the ink examination case and a copy of the report
was submitted to the inspection team for review, Crime Laboratory Directive 03-05 was
issweed to suspend all ink analysis in the Questioned Documents section. All future ink
comparison requests will be referred to other ggencies for analysis.

1.4.2.8(E) ARE APPROPRIATE CONTROLS AND STANDARDS SPECIFIED IN THE
PROCEDURES AND ARE THEY USED AND DOCUMENTED IN THE CASE
RECORD TO ENSURE THE VALIDITY OF EXAMINATION RESULTS?

Original inspection finding:
Appropriate controls and standards are being used in the Digital Evidence Saction, but are nat

specified in the Computer Forensics, Audio, or Video procedures, nor is their use being
documented in the Computer Forensic case recotds,

The quantitation procedure in Biology uses & serisl dilution 1o create a set of standards ranging
from 10 ng to 015 ng, as well as two calibration controls intended to assess the performance of
the standards. The technical procedures specify the use of these standards and calibrators but
does not address the expecied results, acceptable performanee of the standards or calibrators, or
the interpretation of resutts (DNA Audit Document standard 9.1, 9.1.2.). The procedure doss not
specify a minimum number of visible stendards {or minimal DMA concentration) as well as data
interpretation to ensure uniformity among analysts,

The gas chromatographic portion of the Drug Chemistry gas chromatograph-mass spectrometers
is not being checked with controls or standards.

Supplemental finding:
Appropriate contrals and standards are now specified in the Computer Forensics, Andia, or

Video procedures for éhe Digital Evidence disciplivee and the use of standards and controls
is heing documented in the examination docutentation,

: . Morth Carelina State Bureau of Investigation Raleigh Crime Laboratory
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The technical procedures for the Biology Scction have been revised to address the expected
results, acceptable performance of the standards or calibrators, and the interpretation of
results. The procedures also specify a minimum number of visible standards (or minimal
DINA concentration) as well as data inferpreiztion to ensore uniformity smonp analysis.

The procedures for the gas chromatographie portion of the Drog Chemistry gas
chromatograph-mass spectrometers have been revised to inctude checking with controks or
standards. A review of the monthly retention time standard checks confirmed that the
procedure is being followed.

1.4.2.9(E) IS THE QUALITY OF THE STANDARD SAMPLES AND REAGENTS
ADEQUATE FOR THE PROCEDURE USED?

{rriginal inspection finding:
HNo souree documentaion was available in the Drmg Chemistry section for the verification of
controlled substance reference standards used for infrared and mass speciral comparisons.

Supplemental finding:
Certified drug standards bave been obtained for the Drug Chemistry Section, Invoices

were reviewed as the spurce docementation for the drig standards received. Review of
several standard sample confirmation checks confirmed that has been done,

1.4.2.13 (E) ARE THE INSTRUMENTS/EQUIFMENT FROPERLY CALIBRATED?

Original inspection finding:

The Drug Chemistry Quality Assurance Manual (4.A4.7, page 4-2) states that elecronic balances
“will be calibrated or have the calibration certified by the chemists on a monthly basis using
standard weights™, The weights used for calibragion by the chemists have no authenticating
certifying documentation.

Supplemental finding:
Certified weights have been purckased and are currently available to the Drug Chemistry

Section of the Crime Laboratory. Review of the October and November standard weight
certification confirmatien checks canfirmed that has been done,

1.4.2.14 (E) DD THE EXAMINERS GENERATE AND DOES THE LABORATORY
MAINTAIN, IN A CASE RECORD, ALL THE NOTES, WORKEHEETS,
PHOTOGRAPHS, SPECTRA, PRINTQUTS, CHARTS AND OTHER DATA OR
RECORDS USED BY EXAMINERS TO SUPPORT THEIR CONCLUSIONS?

Originat inspection finding:

In the Biology Section, Administrative Order 01-PRO-4 dated April 24, 2001 requires that
mandatory steps be followed when case samples are batched. During analyst interviews, it was
deterrmined that samples from different cases may be "batched” for extraction, quantitation,
andlor amplificatien. However, there is no deciinentation it fndividual case reconds wien
samples are batched, making it intpossible to compare results obtained between cases should the
need for such comparison anse (i.¢. for trouble-shooting). (DNA Audit Document standard 71.1,
11.1.1).

North Carolina State Bureau of Investigation Raleigh Crime Laboratory
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Supplementa! finding: .

Administrative Order 01-PRO-4 daved April 24, 2001 in the Bialogy Section has been
revised and now includes the steps to be followed when case samples are batched.
Additional notation areas have been added to the pre-printed case notes to show which
cases have been balched. The revised pre-printed forms were submitted for review to
reflect that this documenéation is currently being nsed in the individual ease records.
Review of three “batch sample confirmation” case record reviews confirmed that is now
being done.

2111} DOES EACH EXAMINER POSSESS A BACCALAUREATE DEGREE WITH
SCIENCE COURSES?

Original inspection finding:
Not all examiners possess a bacealanreate degras,

_ Bupplemental finding:

One aralyst in the Digital Evidence discipline did not possess a haccalaureate degree during
the on-site audit. The analyst has since retired.

34.11{y  ARE THE EMERGEMCY EXITS FROM THE LABORATORY ADEQUATE
FOR SAFE EXIT IN AN EMERGENCY?

Origingl inspection finding:

Personal work areas in the Trace Evidence, Drug Chemistry, Biology and Latent Evidence
sections are divided by common (shared) instrument/processing rooms, Access to these common
rooms is from adjacent work areas. Exit from these rooms s by key only. H an analyst enters
these rooms without the key, and the doon(s} should happen to close while they are in the room,

- there is no way to exit or notify another person other than by pounding on the door to attract

attention.

Supplemental finding:

Keys have been placed in all personal work areas in the Trace Evidence, Drug Chemisiry,
Biolagy, Firearms and Latent Evidence Section which have been divided by common
instrumentation/processing areas. A Eey box or sealed container has becn placed in a
secure location in each of these areas, and secured with an initialed taped seal. When the
key is needed in an emergency sitnation, the employee using the key must break the seal to
obtain the key and is required to notify his/her supervisor as soon as possible,. This action
will be documented by the supervisor and it will be the responsibility of the supervisor to
ensure that the key is refurned to the appropriate location and sealed accordingly.
FPhotographs of the key boxes and individual keys for each seetion were reviewed and
substantiated that successinl remediation hag been accomplished.

North Carolina State Bureau of Investigation Raleizgh Crime Laboratory
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The inspection team was not presented with documentation of sompliance for the following
. Important criterion which was scored NO during the initial inspection:

281 DOES EACH EXAMINER POSSESS A BACCALAUREATE DEGREE WITH
SCIENCE COURSES?

Original inspection finding:

Not all examiners possess a baccalavreate degree.

All criteria for 2.10 Crime Scene were scored N/A because the laboratory elected not to
apply for Crime Seene accreditation.

. North Carcling State Bureau of Investigation Releigh Crime Laboratary
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SUMMATION OF CRITERIA RATINGS

Total
Total Total Total Total Mumber
Possible Yes No N/A YesMNa
Essential 73 73 0 4 73
Important 47 46 1 0 47
Desirable 20 20 0 0 20

Percent Essential: 1004
Percent Important: OR%,
Percent Desirable: 10H0%%

Arcas sought for accreditation are as follows:

Controlled Substances Firearms/Toolmarks
Toxicology Latent Prints
Biology Onestioned Documents

Trace Evidence ' Digital Evidence

Prepated by: Mike Johnston, Staff Inspector

A Aol [ Af- 43

Raiph M7 Keaton, Executive Birector Date
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QUALITY ASSURANCE AUDIT DOCUMENT
INTRODUCTION

The DNA Identification Act of 1994 required the formation of a panel of distinguished
professionals, from the public and private sectors, to address issues relevant to forensic DNA
applications. This panel, titled the DNA Advisory Board (DAB), first convenad in 1995, An
early mission of the DAB was to develop and implement quality assurance standards for use by
forensic DNA testing laboratories. The scope was quickly expanded to inelude forensic DNA
databasing laboratories as well. The DAB fulfilled this role, recommending separate documents
detailing quality assurance standards for both applications. The "Quality Assurance Standards
for Forensic DNA Testing Laboratories” and the "Quality Assurance Standards for Convicted
O ffender DNA Databasing Laboratories” were Issued by the Director of the Federal Bureau of
[nvestigation in October 1998 and April 1999, respectively. Both documents have become
benchmarks for assessing the quality practices and performances of DNA laboratories throughout
the country.

The DNA Identification Act of 1994 also required the FBI Laboratory to ensure that all

DNA laboratories which are federally operated receive federal funds or employ software

. prepared for the Combined DNA Index System (CODIS), demonsirate compliance with the
standards issued by the FBL. Additional programs, such as the National DNA Index System
(NDIS) added further requirements for DNA laboratories that wish to enter data into the national
DNA database also demonstrate compliance with such standards. Typically documentation of a
laboratory's compliance with a stated standard has been measured through an audit process. Such
audits have been performed by forensic scientists, either internal or external to the laboratory,
and serve 1o identify compliance with established standards.

Since the issuance of both quality assurance documents, confusion regarding the intent
and subsequent interpretation for various standards has existed within the forensic science
community. The lack of a defined, uniform interpretation guide for such standards has presented
a potential problem between laboratories and auditors attempting to determine levels of
compliance. In an effort to satisfy the responsibilities assigned through the DA Identification
Act and attempt to minimize interpretation variability, the FBI Laboratory bas developed an audit
document for assessing compliance with the required standards of both documents. Recognizing
the broad application of such an undertaking, the FBI Laboratory has solicited input from
multiple forensic DNA laboratories over the past year to assist in the document’s design. This
has included a collaboration with members from two (2} prominent intemational
inspectionfacereditation entities, the American Society of Crime Laboratory Directors/
Laboratory Accreditation Board (ASCLIYLABs) and the Wational Forensic Science Techaology
Center (NFSTC). To this end, the Auvdit Document has been created by the FBI Laboratory with
the inpurt, guidance and consensus from the above-mentioned groups. The document defines and

. interprets each standard, with added discussion points clarifving the criteria necessary for

FBI D™A Quality Assurance Audit Document
Issuc date 10/00 (Rev. #5)
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compliance. Additionally, the document is structured such that criteria, which overlap between
the FBI issued standards and the corresponding ASCLD/LAB= elements, share a consistent

interpretative view,

Regarding the format of the Audit Document, each standard is listed numerically,
combining the quality standards of the Forensic DNA laboratories and the Convicted Offender
DMNA Databasing Laboratories into one document, Standards which apply exclusively to one
application are identified as such, with the designation of either "FO" or "CO," parenthetically
adjacent to the standard. The absence of such a desionation identifies a shared applicarion.
Instances in which the werding of a standard is the same for both applications (FO and CO}, but
the corresponding number of the standard differs, the FO number will be parenthetically adjacent
to the standard and the CO designation, with its corresponding number, will follow the narrative
of the standard, The rating systern for assessing the laboratory with each standard is listed by the
choices of "Yes," "No" or "Not Applicable (N/A)." As indicated earlier, discussion sections
follow standards, as appropriate, and serve to clarify the interpretation necessary for compliance.

Specific passages are underlined to add emphasis to the intent associated with a standard. A
comment section is also provided following the discussion areas, affording auditors the
opportunity to reference information which may have value in the audit process (such as listing
the reason for a "Yes", "No" or "N/A™. Finally, in Appendix A, the findings associated with the
audit will be detailed and sumimarized by the auditor, with an area available for respornse to such
findings by the laboratory.

FRI DNA Quality Assurance Audit Document
Issue date 10400 (Rev, #3)
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DEFINITIONS

As used in this decument, the following terms have the meanings specified:

(a)

(b

(c)

()

(e)

{f}

{g)

{h)

(1}

up

(k)

M

(m}

(o)

{o)

Administrative review s an evaluation of the report (if applicable) and supporting documentation
for consistency with faboratory poiicies and for editorial correctmess.

Amplification blank control consists of only ampiification reagents without the addition of sample
INA. This controt is used to detect DNA contamination of the amplification reagents.

Analytical procedure is an orderky step-by-step procedure designed to ensure cpemtional
uniformity and to minimize analytical drift.

Audit s an inspection used to evaluate, confirm, or verify activity related to quality.
Batch is a group of samples analyzed at the same time.

Calibration is the set of operations which establish, under specified conditions, the relationship
between values indicated by a measuring instrument or measuring system or values represented by
a material and the correspending known values of a measurement.

CODIS is the Combined DNA lndex System administered by the FBI, it houses DNA profiles
from convicted offenders, forensic specimens, population samples and other specimen tvpes.

Commercial test kit is a preassembled kit that altows the user to conduct a specific DNA
identtdfication 1est.

Convicted offender is an individual who is required by statute to submit a standard sample for
DNA databasing.

Convicted offender database (CODIS) manager or custodian (or equivalent role, position, or title
as designated by the faboratory director) is the person responsible for administration and security
of the laboratory's CODIS.

Convicted offender standard sample is biological material collected from an individual for DNA
analysis and inclusion into CODIS. Ser also database sample. )

Critical equipment or instruments are those requiring calibration prior to use and periodically
thereafier.

Ctitical reagents are determined by empirical studies or routine practice to require testing on
established samples before use in order to prevent unnecessary loss of sample.

Database sample is 2 known bioed or standard sampie obtained from an individual whose DNA
profile will be included in & computerized database and searched against other DNA profiles.

Examiner/analyst {or equivalent role, position, or title as designated by the laboratory director) is
an individual who conducts andior directs the analysis of samples, interprets data and reaches
conclusions,

FB] DMA Quality Assurance Audil Dogument
1ssue date 10/00 [Rev. £3)
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)

{a}
{r

(s}

4]
()

{v}

w)

{x}
()

(z)

(az)

(bb)

{ee)

(dd}

Forensic DNA testing is the identification and evaleation of bielogical evidenes in eriminal
tnatters using DA technologies.

K.nown samples are bialogical material whose identity or yps it established.

Laboratory is a facility in which forensic DNA testing and/or convicted offender DNA testing is
performed or a government facility which contracts with a second entity for such testing.

Laboratory support personnel (or equivalent role, position, or title as designated by the laboratory
director) are individual{s} who perform laboratory duties and do not analyze samples.

MIST is the Nationa! Institutz of Standards and Technology.

Palymerase Chain Reaction (PCR) is an enzymatic process by which a specifie region of DNA is
replicated during repetitive cycles which consist of (1) denaturation of the template; (2) annealing
of primers to complementary sequences at an empirically determined temperature; and (3}
extension of the bound primers by a DNA polymerase.

Proficiency test sample is biological material whose DMA type has been previously chamcterized
and which is used to monitor the quality performance of a laboratory or an individual.

Proficiency testing is a quality assurance measure used to monitor performance and identify areas
in which improvement may be needed. Proficiency tests may be classified as:

{1 Internal proficiency test is ong prepared and administered by the laboratory.

{2 External proficiency test, which may be open or blind, is one which is obtained from a
second agengy.

A qualifying test measures proficiency in both technical skills and knowledge.

Quality assurance includes the svstematic actions necessary to demonstrate that a product or
service meets specified requirements for quality.

A quality manual is a document stating the quality policy, quality system and quality practices of
an organization.

Quality system is the organizational structure, responsibilities, procedures, processes and resouTces
for implementing quality management.

Reagent blank contro! consists of all reagents used in the test process without any sample. This is
to be used 1o detect DNA contamination of the analyrical reagers.

Reference material {certified or standard) is a material for which values are certified by a
technically valid procedure and accompanied by or traceable to a certificate or other
documentation which is issued by a certifying body.

Restriction Fragment Length Polymorphism (RFLP) is generated by cleavage by a specific
restriction enzyme and the variation is due to restriction sile potymorphism and/or the number of
different repeais contained within the fragments.

F&[ DNA Quality Assurance Audit Document
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{ee}  Review is an évaluation of documentation to chack for consisiency, accuracy, and completeness,

(fh Second agency Is an enlity or organization extemal to and independent of the laboratary and which
parforms DNA identification analysis.

(egj  Securs area is a locked space (for example, cabinet, vawlt or roomy) with acecess restricted io
authorized personnel,

{hh}  Subcontractor is an individual or entity having a transactional relationship with a laboratory.

{ii) Technical manaeer or leader (or equivalent position or tile as designated by the laboratory
directar) is the individual who is zccountable for the technical aperations of the laboratory,

{TH] Technical review iz an evaluation of reports, notes, data, and other documents to ensure an
appropriate and sufficient basis for the scientifie conciusions. This review is conducted by a
second qualifed individual.

{kk)  Technician {or equivalent role, position, or tithe as designated by the laboratory dirtetor) i an
individual who performs analytical techniques on samples under the supervision of 2 qualified
examiner/analyst andror performs DNA analysis on samples for inclusion in a database.

{1l Traceability is the property of a result of 2 measurement whereby it can be related to appropriae
standards, generally international or national standards, through an unbroken chain of
companisons.

(ram)  Validation is a process by which a procedure is evaluated 1o determine its efficacy and reliabiity
for DNA analysis and includes:

(1) Developmental validaton is the acquisition of 1est data and determination of condinons
and limitations of & new ar novel DNA methodology for use on samples.

{N Internal vaiidation is an accumelation of test data within the Jaboratory (o demonstrate that
establishad methods and procedures perform as expected in the laboratory.

L DM A Cuality Asswance Audic Docoment
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. STANDARD 3 - QUALITY ASSURANCE PROGRAM

Yes No NiA

31 Daoes the DMA laboratory have an established and maintained ¥
documented quality systern that is appropriate to the testing activities?

Discussion;

The laboratory must have a dogumented (hard eopy or electronic) quality system, typicatly
identified as a quality manual. The laboratory must demonstrate that it has maintained its quality systern by
conducting an annual review of that system. An annual review of the quality system is important for
ensuring that measures are being taken by the laboratory to continually provide the highest quality of
service. This review is generally directed 1o the quatity manual and standard operating procedures used by
the laboratory. Audit reports may identify areas in ne¢d of attention and provide the basis for changes to
the qualily system. Such changes may include new or improved quality control activities for monitoring .
the quality of the laboratory work product. Additionally, significant medifications of forensic DNA testing,
such as the incorporation of a new technology, may nécessitate a review or updating of the quality system.
The annual review must be dosumentad.

Cemment:
. 3.1.1  Does the quality manual address (3t a minimum) the foliowing: Yes Na  N/A
a. Goals and objectives ol
b. Orzanization and management structure v
. Parsonnel Gualifications and Training il
d. Facilities v
e. Evidence eontrol vl
f. WValidation +
£, Analytical procedures vl
h. Calibrarion and mainenance ~
i Proficiency testing v
i Corrective action v
K. Reports 7
L Review v
m. Safety v
v

. n. Audits

FBi DNA Quality Assurance Audir Documen
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-

Discussion:

The DNA laboratory quality system oc quality manual must contain or reference each of the above
listed criteria. Individual sections which deat with subject areas that are defined through laboratory-wide
policies or procedures (such as evidence control, safety, etc.} may be located in docurnents which are
suparate from the quality manual; kowever, such Information should be referenced within the quality
manual. [f such sections have been supplemented by DNA laboratory-specific practices, the quality
rmanual must likewise reflect such additions.

Addittonally, the quality system/quality manual must contain or teference practices which address
continuing education {Standard 5.1.3) and court testimany (Standard 12.2).

Comment;

FBI DN4 Quality Assuranee Audit Document
Issue diare 10/00 {Rev, #3)
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STANDARD 4 - ORGANIZATION AND MANAGEMENT

¥es Mo NiA

4.1.a  Has the managerial staff of the laboratory been provided the authority v
and resources needed to discharge their duties and meet the
requirernents of the standards in this document?

Discussion:

Evidence of meeting this standard is assessed through interviews of staff and the review of
laboratory documents such as job deseriptions, organizational charss, ete. Evidence of noncompliance with
this standard would be a finding {Standard 15 - Audits) attributable to the lack of necessary authority
and/or TEsOUrces.

Comment:
Yes Mo NFA
4.1.b Dioes the laboratory have a designated technical manager v
or leader who 1s accountable for the echnical operations?
Discussion:

The role of a technical managet or leader does not praclude, for example, the existence of
additional program manaeers, each of whom may be assigned a subset of specific duties {such as a raining
program manager, quality assurance program manager, etc.). The technical manager or leader will retam,
however, the ultimate responsibility for such programs,

Camment:

Yes No N/A

4.1.¢ Does the labomtory specify and document the responsibility, v
authority, and interrelation of a!l personnel who manage, perform
ot verify work affecting the vatidity of the DNA analysis? (CO
4.1¢)

4.ic (CO) Does the laboratory have a CODIS manager or custodian who is v
accountable for CODIS eperations?

Discussion:

As a tool in the evaluation of the management standards, laboratories must maintain a current
organizational char, referencing the various members of the Jaboratory with their specific position
assignments (technical manager or leader, CODIS manager, etc.). Additionally, current job descriptions

FE1 DA Cuality Assurance Aodit Dotument
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must be available for all laboratory personnel, accurately defining the technica) and/or administrative
responsibilities associated with each position {Standard 5 - Personnel).

Comnremd;

FBE DNA Quality Assurance Audit Document
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*

STANDARD % - PERSONNEL

Yes No MN/A

5.1 Do laboratory parsonnel have the education, training and experience ¥
commenzurate with the examination and testimony provided?

Discussion:

To successfully satisfy standard 5.1, compliznce must be demonstrated with standards 5.1, 5.2, 5.3
and 5.4 and all of their subcategories.

Coanmment.

¥Yes No NiA

511 Does the laboratory have written job descriptions for all personnel v
to in¢lude responsibilities, dutfes and skills?

Discussion:

Written job descriptions, aupmentad, if necessary, by other documentation, 1o inclade
responsibilities, duties and skills, arz acceptable.

Comment:

Yes No NfA

3.1.2 Does the laboratory have a documented training program for v
qualifying ait technical laboratory personmel?

Discussion:

A laboratory's tmining program must emphasize and teach the skills and knowledge required to
achieve the minimum standards of competence and good laboratory practice within a specific area of work
{see note below),

The laboratory must have both a documented training program avatkable for review (such as a
training manual) as well as documentation which provides a formal means for recognition of an
individual's successful completion of the teaining prooram {certificate, letter, memorandum, ete.) and
demaonstration of competency, typically through a test. For further information, refer to the discussion
follpwing Standard 5.3.3.

MNote: The Scientific Working Group for DNA Analysis Methods (SWGDAM) Training Working Group
is currently preparing a documnent for defining the specific elements of a DNA, training program.
When implemented, this document will serve as a reference for detailing the &ssennial requirements
in a DMNA waining prograrm.

FBI DNA Quality Assurance Audit Document
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It is management's responsibility to establish and document the adaquacy of the training of any
staff member who has not completed the laboratory's formal teatning program. Examples may inctude (but
are not limited to) the acquisition of fully trained personne! from a separate organization or the assignment
af experienced forensic DNA case working examinet/analysts to validatz a new DNA testing procedure.
All individuals, regardless of previous training and experience, must successiully complate a qualifying
test for the specific DNA techitology 1o be used at the current taboratory prior to assuming casework
responsibilities. Successful completion of an individual's qualifying test must be decumented by the
lahomtary.

Comment:
Yes No MNfA
51.3 Does the laboratory have a decumented program to ensure that v
technical qualifications are maintzined through continging
education?
5.1.3.1(a)  Over the last year, has the technical manager or leader read v

current scientific litemmre?

51.3.1¢b)  Ower the last year has the technical manager or leader attended at v
least one seminar, course, professional meeting or maining
gession/class which addresses subject marter related to DA

analysiz?
51.3.10(c) Ower the last year, has the CODIS manager read cument v (
(COy scientific literatpre?® .

5.1.3.1(dy  Ovwer the last vear has the CODIS manager attended at least one ¥
(o0 seminar, coutse, professional meeting or training sessionfclass
which addresses subject matter related to DWNA analysis?

5.1.3.1(e)  Over the last year, has each examiner/analyst read current v
scientific literature?

51.3.1(0  Gver the lust year has each examiner/analvst attended at least ane v
seminar, course, profissional meeting er training session’class
which addresses subject matier relaled to DNA analysis?

Discussion:

The laboratory’s continuing education (CE) program must be documented, such as in the quality
manual or training manual. Additionally, the laboratory must demonstrate that its CE program has been
urilized. Laboratories must provids documentation of the presepce and use of its CE program to achleve
compliance with Standard 5.1.3. Laboratory management must provide technical personnel with the
apportunity to stay abreast of new developments and issues within the field of DNA analysis. The
laboratory must provide the technical manager or leader, CODIS manager and all examiner/analysts with at
least one session of documented CE in a subject area related to DNA analysis annually (as defined by the
laboratory, e.g., fiscal or calendar). While such CE should be formalized, requirements do not Recessarily
include ezrned credit hours or grade evatuations falthough this would be acceptable). For laboratory _
interna) CE programs, the title and date of training, attendance list and presenten(s) must be documented. L\\ :

FBI DNA GQualin: Aszurance Audit Document
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The taboratory may administer an external CE program theough a varisty of methods; however, the records
of staff antendance for such programs must be retained by the laboratory,

Additionally, the laboratory must maintain or have access (e.g., Internet) to a collection of current
books, journals or other literature applicable to DMA typing. The laboratory must have an established
system which demonstrates the review of scientific literature. Compliance with these standards is assessed
through staff intervigws and an evaluation of the laboratory's mechanism for scientific literature review.

Comment:
Yes Mo NIA
5.1.4 Dioes the [aboratory maintain records on the relevant qualifications, _y
training, skills and experience of 4l technical persennal?
Discussion:

The laboratory must verify the degree and course work for technical perspnnel. Transenpts must
be available to the auditors for assessing an individual's qualifications. Techntcal personnel skills and
experignce must be documented through a curriculum vita (CV} or mbier means, such as a statement of
gualifications. Compliance with this standard is assessed through a review of documentation as well as

staff interviaws.
Comment:

¥Yes No NiA

5.2 Does the technical manager or leader satisfy the ol
degreefeducational, experience and duty requirements as listed in
standards 5.2.1 throuph 3.2.37

EBI DNA Qua.]il}r Assurance Audit Docurment
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No N/A

NE

521 Dises the technical manager or leader of the laboratary meet the
following degree/educational requirements or have a waiver as
stated in standard 5.2.1.17

.

A A graduate degree in a biology, chemistry, or forensic
science related arca

B. A minimum of 12 eredit hours or jts equivalent inchuding. a
combination of graduate and undergraduate course wark or
classes covering the subject areas of:

{a} Biochemistry
)] enetics

{c} Molecular biclogy

NN
|
|

{d} Siafistics and/er population genetics

Dizcussion:

A minirmum of twelve semaster or equivalent eredit hours must be eompleted successfully(college-
or university-determined passing grade) which address the general subject areas of biochemistry, genetics,
molecular biology as well as statisties and/or population genetics or other subjects that provide a basic
understanding of the foundation of forensic DNA analysis. The twelve semester oF £ wivalent eredit hours
requirement {5.2.1 B} must include, at 2 minimum. ane graduate level class registering three (3 or more
semnester gr equivatent cradit hours. A variety of college course work may apply toward satisfying this
standard, and is not limited exclusively to the subject categories listed, However, the specific subjects
area{s) listed must constitwe the primary component of any class or course work for compliance with this
standard. Individuals who have completed course work with titles other than those listed above may
demonstrate compliance with this standard through several methods, such as transeripts, 2 letter from a
university professor verifying course content, or a course syllabus. The DNA, training program previously
affered by the FBI Laboratory, with graduate credit hours from the University of Yirginia. may be applied
toward the molecular biology course work requirement associated with this standard.

Comment:

Yes No MiA

5.2.1.1 Does the technical manager or leader possess a waiver from the v
American Society of Crime Laboratery Directors (4 5CLD) or other
organization designated by the Director of the FBI?

FET DA Quality Assurance Audil Document
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Discussion:
Compliance with Standard 5.2.1.] s necessary anly if Standard 3.2.1 has not been satisfied.

Otherwise the respanse to 5.2.1.1 is “Mot Applicabie” (N/A). Addiionally, applicatian for the waiver
process is available only until October 1, 2000.

LComment:

Yes No NFA

52.2 Does the technical manager or leader of the faboratory have 2 i
minimum of thres years farensic DA laboratory experience?

Driscussian:

The technical manager or leader of the lzboratory must have a minimum of three years forensic
DA Taboratery experience. This experience must haye been gained at a facility in which forensic DNA
testing was performed for the identification and evaluation of biplogical eyidence in criminal matters. This
would include agencies in which research/training and case working laboratories are separate eatities, but
reside under the same facility-wide oreanizational umbrella. It should be noted that the experience time-
frame is measured not by the number of years with any particalar employer, but rather by the number of
vears in a position speeific for gaining the experience necessary to satisfy this standard.

Comment:
Yes Mo NfA
513 Does the technical manager or leader of the laboratory meet the v
duty requirements of this standard?
5.2.3.1 Does the technical manasser or leader manage the technical +
operations of the laboratory?
5.2.3.2 15 the technical manager or leader responsible for evaluating ali o
(a-13 methods used by the laboratory?
5.2.3.2 Is the technical manager or leader responsible for proposing new or _«
{a-2) modified analytical procedures to be used by the examiners?
5.23.2 Is the techaical manager or leader responsible for technical vl
(b-1) problem solving of analvtical methods?
3232 Is the echnical manager ot leader responsible for the oversight of v
(b-2} training, quality assurance, safety and proficiency testing in the
laboratory?
£233 Is the technical manager or leader accessible to the laboratory 1o v

provide onsite, telephonic or ¢lectronic consulation as needed?

FBI DNA Quality Assurance Audit Document
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Discussicn:

Auditors may assess whether a laboratory has satisfied the requirements fisted in 5.2.3 through a
review of lzboratory documentarion (protocols, quality manual, ete.), staff interviews and’er on-site
evaluations. Additionally, the technical manager or leader is not reguired to occupy physicai {on-site)
facifity space; howeaver, this individual must be accessible to the laboratory (telephonically or
electronically} to fulfill the responsibilities and requirements of this position in an effective manner.

For compliance with the dury reguirements of Standard 5.2.3, it i= not necessary for the tachnical
manager o7 leader to function (or to have functioned) as a qualified examiner/analyst, The technical
manager or leader must, however, satisfy the management and responsibility requirements, as specified in
Standards 3.2.3.1 and 5.2.3.2. For those instances in which the technical manager or leader has an
experience base in a specific DNA technology (such as RFLP testing), which is different from the DNA
technology currently utilized in ease work applications {such as STR analysis), the labaratary must
demonstrate that the technical manager or leader has fulfilled histher defined duties. In the example
mentioned, a technical manager or leader with an RFLP-only experience base may continue to function as
the technical manager or leader, even as other DNA technologies are incorporated within the laboratory,
provided that he or she keeps abreast of such technical changes through a documented continuing
education program. In such instances the laboratory must alse demonstrate that specifte duties of the
technical manager or beader have been delegated appropriately.

Comment:
Yes No N/A Q
3.3 Does each examinarfanalyst satisfy the degreeieducational, v
{FO) experiense and duty requirenments as listed in standards
331 through 3.3 .37
53.1 Does each examiner/analyst meet the following v
degreafeducational requirements
AL A B.A/B.S. degree or its equivalent in a biology, ¥
chemistry, or forensic scignce related area
B. College course work or classes covening the subject
areas of:
()  Biochemistry ¥
(b} (enetics ¥
fe) Melecular biology v

C College course wark or tmining which covers the
subject area of statistics andfor poptlation genetics v

FBI DMA Quality Assurance Apdic Doosment
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*

TMscussion:

A variety of college course work may apply toward satisfying this standard, and is not limited
exclusively to the subject categories listed. However, the specific subjects areafs) listed must constitute the
primary component of any ¢lass or course wark to satisfy this standard. Individuals who have completed
course work with titles other than those listed above may demonstrate compliance with this standard

through several methods, such as trnscripts, a letter from a university professor verifying course content,

or a ¢ourse syllabus. The DNA training program previously offered by the FBI Laboratory, with graduate
credit hours from the University of Virginia, may be applied toward the molecutar biotogy course worl
requirernent associated with this standard.

Laboratories may satisfv the staristics and/or population genatics course work or malning
requirgrnent for examiner’analysts (5.3.1) through intérnal or external mechanisms, Regardless of which
approach is adopted, the laboratory rmust retain an appropriate level of documaniation that pravides a
summary of the content of the course work/training progeam.

Comment:

Yes MNa NfA

53.2(a)  Dces each examiner/analyst have 2 mipimum of six months v
forensic DNA laboratory experience?

53.2(b) Does the experience of each examinerinalyst include the ¥
guccassfiul analveis of @ range of samples typically socauntared in
forensic case work prior to undertaking independent case work
analysiz using DNA technology?

DHscussion:

A gsanriner/anabyst roast havee & minbiam of $ix monihe foransic TNA lzboratoTy expetiente
gained at a facility in which forensic DNA testing was performed for the identification and evaluation of
biological evidence in eriminal matters. It should be emphasized the experience time-frame is measwred
not by the length of time spent with any particular employer, bt rather by the number of monthsfvears in 2
position specific for gaining the expenience necessary 1o satisfy this standard, The experience gained by an
individual must include the successful analysis of a range of samples fypically associated with forensic '
casa wark, An individuals partcipation in 2 formalized forensic DMA tralning program is acceptable for
fulfilling ot being applied toward fulfilling the experience requirement of this standard,

Comment:

¥es WMo MiA

333 Has each examiner/analyst suecessfully completed a qualifying test v
before beginning independent case work responsibilities?

FEL DA Quality Assurance Audil Dpcumernt
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Discussion:

All examiner/analysts must have successfully completed a qualifving test in their respective
techuical areas prior to performing independent case-related or database analyses. A qualifying test {or
competency [est) serves o test an individual's knowledge, skills and abilities as they relate to histher
individual position. A laboratory may select from a variety of approaches for administering 2 qualifying
test, incleding (but not limited to) a written, oral, or practical examination, If desired, a laboratory may
alse use an internal or external praficiency test When a proficiency test (internal or external) is used as 2
quatifying test, the laboratory must have sufficient available test information {phenotyping/gzenotyping
results) to thoroughly assess the individual's performance. The date of qualification of an individual must
be decumented. The qualification dare has particular relevance to proficiency testing requirements
discussed in Smandard 13 {Preficiency Testing), which requires newly qualified individuals to participate in
an external proficiency test within 180 days of their initial qualification date.

Comment:
Yes Na N/A
5.3 Dioes the CODIS manager or custodian satisfy the v
(CO} degresfeducational, experience and duty requirements as listed in
the Convieted Offender standards 5.3.1 through 5.3.37
5.3.1 Does the CODIS manager or custedian possess a Bachelor's vl
degree in a natural science or computer science? -
5.3.2fay  Doesthe CODIS manager or custodian have 3 working (
krowledge of the following:
{a) Computers v
(b} Computer natworks v
{c} Computer databace management v
532{bky  Does the OIS manager or custedian kave an undarstanding aff v
DNA profile interpretation?
5.3.3 Does the CODIS manager or costadian meet the duty v
requirements of this position? '
533 Does the CODS manager or custodian function as the system ¥
{a-1) administrater of the laboratory’s CODIS network?
5.3.3 - Is the CODIS manager or custodian responsible for the security of
{a-1) the DNA profile data stored in CODIS?
5.33(h)  Isthe CODIS manager or custodian responsible for oversight of v
the CODIS computer training and quality assurance of data? '
533 Deoes the CODIS manazer or custodian have the authority ta v

{¢-1) terminate the labaratory's participation in CODIS in the event of a
problem uniil the refiafility of the conputer dac can be 2ssured?

FBI DMNA Quality Assurance Audit Document
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Yes No N/A

333 Does the state COD1S manager or custodian have this authority d
{c-2) gver all CODIS sites under histher jusisdiction?
Discussion:

Based on the duties associated with the position of CODIS manacger, a qualifying test is not
required for an individual functioning in this tole. it is noted that examiner/analysts and technicians
associated with the convicted offender program are required, however, to successfully completza
qualifiying test specific for their individual pesitions prior to participating in DNA tvping responsibilities.
The laboratery must retain decumentation regarding the responsibilities of the CODIS manager which
demeonstrates compliance to the standards listed in Section 3.3.3.

Comment:
Yec No NiA

54 Does each technician meet the training and qualification o
requitetnents as stated in standards 5.4.1 and 5.4 3%

541 Did each technician receive on the job training specific to theirjob ¢
function?

5.4.2 Did each technician successfully complete a qualifyving test before v
participating in forensic DNA tvping responsibilities?

5.5 Do ail laboratory support personne] mset the requirements as stated o
tn standard 3.5.17

5.35.1 D afl laboratory support personnel possess the raining, education v

and experience comemensurate with their respansibilities as
outlined in their job descriptions?

Comment:

FBI DA Guality Assurance Audit Docuement
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STANDARD & - FACILITIES

Yes No  NA |

; .1 [s the kabaratory designed to provide adequate security and minimize &
| contamination?
6.1.1 Is access 1o the laboratary contralled and limited? v

Discession: ‘

o To suceessfully satisfy standard 6.1, compliance must be demonstrated with standard 6.1 and all of |
its subcategories,

Clearly written and understood procedures must exist for addressing key aspects of laboratory
security. The |aboratary's security system must control access and limit entry o the operationa) areas. All
exterior entrance/exit points 1o the facility must be secured and controlled in 2 manner to prevent access by
unautharized personnet, lntemal controlled ancas shauld Nimit aocess © onfy authorized personnel. The
distribution of all keys, combinarions, must be limited 1o appropriate laboratory personnet as designated by ‘
laboratory management. Such 4 distribution should afso be current, accurate, clearly documented and |
available for review. Many other control systems, which include card keys, surveillance cameras and
intrusion alarms, are acceptable when they complement the laboratory’s security system by controlling
unautiorized access and/or limiting authorized access to the operational laboratory and evidence storage

areas.
Comment: ( - |
. !
Yes No NiA
6.1.2 Are evidence examinations, DNA extractions and PCR setup v
conducted at separate times ot in separate spaces?
*
612 Are evidence examinations, fiquid sample examinations, DNA v
| {CO} eatractions and PCR selup conducted at separate times or in
' separate spaces? |
6.1.3 Is amplified DNA product generated, processed and maintained v
it a room(s) separate from the evidence examination, DNA
extractions and PCR setup areas?
6.1.3 Is amptified DNA product generated, processed and maintainad v
({COy in a room($) separate (rom the evidence examination, liguid
sample examinations, DNA extractions and PCR setup areas? |
6.0 If a robotic work station is used to carmy aup DNA extraedsn and v
{C amplification in a single room, can it be demonstrated that

contamination is minimized and equivalent to that when
peefarmed manvally in separare rpoms?

FBI DMa Quality Assuranee Audit Document
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Discussion:

Through a combination of clearly written technical procedures, ease work notes and/or persanal
observation, the laboratory's approach to sample preessing for PCR-based procedures {extraction and
amplification) must demonstrate a separation in timme or physical space for each activity. The laboratory’s
design must demonstrate that evidence flow, throuwgh the various steps of DN A processing, does not
compromise the integrity of the sample. Amplification areas are typically oriented as dead end rooms and
not used for pass-through activities. The amplification room must be enclosed with walls, from the floor to
the ctiling, and door(s) for passage. The amplification room must physically separate amplified DNA
from the avidence examination, DMNA extraction and PCR setup areas. A robatic wark station may be used
to carty out DNA extraction and amplification in & single room, provided that it is separated from the
casawork extraction and casework amptification areas and that it can be demonstated that it contamination
pCeurs, it is minimized, addressed and less than or equivalent to that performed manually in separate
tOOmS.

Comment:
Yes No NiA
6.1.4 Does the laboratory follow written procedures for monitoring, o
cleaning and decontaminating facilities and equipment?
IMscussion:

A laboratory may employ a variety of methods to monitor its faciiities, such as the use of
appropriate controls within the analysis process. Whichever approach(es) the laboratory selects to use, the
method{s) must be documented. Addidonally, laboratories must alsa demonstrate that such practice(s) are
being followed. This may be accomphished through a variety of ways, at the discretion of the laboratory.

Comment:
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