Thank you for joining. The webinar will begin shortly.

Gracias por estar aqui hoy. El seminario web comenzara pronto.






The webinar is also available on YouTube Live at

Transcription is available on Zoom and can be turned on at the bottom of
your screen.

We have a limited amount of time today but will try to address questions
not covered in the presentations in a follow-up email. Please submit
guestions via the Q&A link on Zoom or via email to outreach@ncdoj.gov.

The webinar will be recorded, and we will share a link to the recording in a
follow-up communication.


https://www.youtube.com/@NCAGO/streams
mailto:outreach@ncdoj.gov

Presenters

* Linda Reich, President and Co-Founder, kNot Today

 Boz Zellinger, NCDOJ Special Deputy Attorney General,
Special Prosecutions

 Kevin Roughton, SBI Special Agent in Charge

 Kathryn Pomeroy, Wake County Assistant District
Attorney, Special Victims Unit



Statistics

e 1in5girlsand 1 in 20 boys is a victim of child sex
abuse.’

1 Crimes Against Children Research Center - https://www.unh.edu/ccrc/about




Statistics

e 1in5girlsand 1 in 20 boys is a victim of child sex
abuse.’

e Over the course of their lifetime, 28% of U.S. youth
aged 14 to 17 have been sexually victimized.?!

1 Crimes Against Children Research Center - https://www.unh.edu/ccrc/about




Statistics

e Data suggests that for children aged 10 to 14,
roughly 10-14% have experienced sexual
solicitation, with 3% then making offline contact

with their online perpetrator. 2

2 National Association of Pediatric Nurse Practitioners - https://www.napnap.org/online-sexual-solicitation-of-children-and-adolescents-in-

a-high-risk-population

Online Sexual Solicitation of Children and Adolescents in a High-Risk Population, https://www.jpedhc.org/article/S0891-5245(22)00105-
5/pdf




N.C.G.S. § 14-202.3. Solicitation of child by
computer or certain other electronic devices to
commit an unlawful sex act.

* (a) Offense. — A person is quilty of solicitation of a child by a computer if
the person is 16 years of age or older and the person

knowingly, with the intent to commit an unlawful sex act,
entices, advises, coerces, orders, or commands,

by means of a computer or any other device capable of electronic data
storage or transmission,

a child who is less than 16 years of age and at least five years younger
than the defendant, or a person the defendant believes to be a child
who is less than 16 years of age and who the defendant believes to be at
least five years younger than the defendant,

to meet with the defendant or any other person for the purpose of
committing an unlawful sex act.

Consent is not a defense to a charge under this section.



N.C.G.S. § 14-202.3. Solicitation of child by
computer or certain other electronic devices to

commit an unlawful sex act.

* (c¢) Punishment. — A violation of this section is punishable as follows:

* (1) A violation is a Class H felony except as provided by subdivision (2) of
this subsection.
* (2) If either the defendant, or any other person for whom the defendant

was arranging the meeting in violation of this section, actually appears at
the meeting location, then the violation is a Class G felony.
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When most people CyberTips in 2022
hear about CyberTips,

they believe these are
all related to the

“creepy pedophiles

V4

on the dark web or in
the deep, hidden
places of the internet.

Unfortunately, this
perception is NOT
TRUE!!




How DO WE CHAT-TEXT-MESSAGE SAFELY?

Chat between friends

Realization and training that chatis

Chatting carefully without full trust at 1¢

Realizing chat/media IS saved, [S shared, and IS reviewed

Realizing everyone online puts on a persona...



If you wouldn’t put it up

put it here:



Vimeo.com/ncicac
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Practical Tips

FINDING RESOURCES



“Can I have a phone?”

*The question for most parents is not if you
are going to give your child a phone, but
when.

*How do you do that as safely as possible?



Then and Now

*We used to talk to our kids about strangers

offering candy or pretending they lost a pet.

*We used to talk to our kids about what to do

it we get separated in public.

*Now, the danger can reach our kids in our

homes, sometimes even when t

ney are sitting

right next to us, thanks to the internet.



What Hasn’t Changed?

* We still have to talk to our kids about dangers when it comes
to the internet.

* Having tully open and honest conversations with our kids
(with them, not to them) is the first line of protection.

* Highly recommend doing a technology or Cellphone
Contract, before handing your kid a phone or letting them
lose on a tablet or computer connected to the internet.

* This contract can help guide your conversation and
emphasizes the seriousness of being safe on the internet.



Contracts

* There are numerous examples of contracts already out there, that you
can use.

* www.ncdoj.gov/familytech

* You can also create your own. Consider including (depending on your
kid’s age):
* Requiring that any Apps be approved before being downloaded.
* Requiring that any photos or videos be approved before posting or sharing;
* Requiring that the device must remain in a different room from them to charge at
night.
* Outlining rules about sharing personal information.
* Limiting screen time.
* Agreeing that they will never be used while driving,


https://www.ncdoj.gov/familytech

Trying to Keep up With Technology

* How can I talk to my kids about something I don’t
really understand?

* This can be an incredibly daunting task for parents
who did not grow up in the age of the internet and cell
phones.

* Because 1t changes constantly it can feel overwhelming
to tigure out where to even statt.

* Parents MUST educate themselves in order to help
protect their kids. Luckily, there are a lot of great
resources avatlable.



Where to L.earn More

* National Center for Missing and Exploited Children
* Missingkids.org
* Go to their Education tab and find netsmartz.

* Has presentations & tipsheets for both parents and kids.

* Internet Crimes Against Children

* Icactaskforce.org

* Under the Resources tab you can find information on a
variety of internet safety topics.

* Under the Internet Safety tab, you can find additional
resources.



Other Places to Educate Yourself

* Family Online Safety Institute

* Fosi.org — Has an entire section for parents that includes tool kits on digital parenting.
Available in English and Spanish.

e Thorn for Parents

* Parents.thorn.org — walks parents through different stages of technology maturity for
kids.

* Connect Safely

* Connectsafely.org — Gives you access to quick guides and podcasts. Available in English
and Spanish.

* Boston Children’s Hospital

* Digitalwellnesslab.org/parents/guides

* Great blog on protecting kids’ privacy that includes step by step instructions
for controlling content on a range of different apps can be found at
comparitech.com/blog/vpn-ptivacy/protecting-childrens-privacy




Internet Safety... There’s an App for That

* There are a multitude of Apps available to help monitor the internet use of
our kids. Some examples:
* Bark
* Aura
* Qustodio
Family Keeper

Boomerang
Parental ER
The list goes on.

* Look at what they offer in the areas of:
* What they monitor: texts, social media, web browsing, games, call logs, etc.
* geolocation capabilities
* Ability to block sites or set screen limits
* Find what meets your family’s needs.



Apps to Familiarize Yourself With

SnapChat

* You can set content control: Tap your profile>settings>family center>invite your teen.

* You can customize content: Tap your profile>settings>additional services>lifestyles and interests>customize

Instagram

* You can set content control: Go to settings and privacy>suggested content>sensitive content>continue>less

TikTok

* You can set up family pairing, so you see what they see: Go to your profile page or your child’s profile page>Tap on the three line that are
located in the top right-hand corner>Tap Settings and privacy>Select Family Pairing> and follow the steps in the app.

* You can filter video keywords: Tap your profile>settings and privacy>content preferences

Discord

July 2023, they released “family center” which allows parents to see some of their kids’ activities, however it doesn’t allow them to see any
messages and can easily be turned on and off by kids.

Omegle

* No parental controls. No age verification requirement. No privacy settings.

Hoop

* No parental controls. No ability to make your profile private.
Kik

* No parental controls. Cannot make profile private. Some ability to filter, but very limited.



Nothing is Fool Proof

* You discover that an inappropriate image of your child
has been or could be shared on online. Before you panic,
there are resources available to help.

* Available Resources:

* Your local law enforcement.

* takeitdown.ncmec.org — this was created by the national center for
missing and exploited children (NCMEC). It can assist you in
trylng to remove inappropriate photos and videos that have been
or may be shared that depict children 17 and younger.

* You can report the photo or video to NCMEC’s cyber tip line. Go
to: report.cybertip.org




Additional Resources

* Internet Crimes Against Children (ICAC)
Task Force:

 National Center for Missing and Exploited Children, including the CyberTipline and
Take It Down:

e NCDOJ's Family Tech Agreement, available in English and
Spanish:

 kNot Today, a nonprofit founded by Carolina Panthers Head Coach Frank Reich and
his wife Linda, offers a Parent & Caregiver guide, including tips on digital safety,
available in English and Spanish:



Thank you for being here today.

Please visit our website to learn more about future events:

ncdoj.gov/protegiendo-a-la-proxima-generacion-de-carolina-del-norte-semenario-web/
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